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We live in a heterogeneous world 
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Multiplicity of credentials of different types and from different providers 
Multiplicity of relying parties using different federated identity protocols 
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An identity hub as a solution 
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Reliable hosted service that maintains user-identity mappings 
Speaks multiple protocols to simplify integration of IdPs, relying parties 
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Globus Nexus as identity hub 

• Allows user to create Globus Online identity and link 
with identities from other federated IdPs 

– E.g., InCommon (SAML), Google (OpenID), XSEDE (OAuth 
MyProxy), … 

• Acts as federated IdP to third-party services 

– E.g., Web sites, Jira, Zendesk, Drupal, Confluence 

– Via various protocols: e.g., SAML, OAuth, OpenID 

• Acts as native IdP for third party services 

– E.g., kBase uses Globus credential as its native credential 

• Caches delegated credentials for unattended operation 

– From, e.g., linked IdPs (e.g., XSEDE), CILogon, resource provider 
MyProxy server 
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Globus Nexus as group hub 

• A group links a set of Globus Online identities 

– Can then project into different linked identity spaces, 
if/when needed 

• Allow users to self-manage groups 

– Naming, admission policies, membership, visibility 

• Query and update via REST API 

• Import and publish via LDAP 

• Example uses 

– Basis for authorization in kBase 

– Manage sharing of Globus Online endpoints 
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Hub as cyberinfrastructure service 

• Operated as high-availability, professionally 
operated service 

– Runs on multiple Amazon availability zones 

– >99.9% availability 

• Other services can outsource identity and group 
management to Globus Nexus, e.g.: 

– DOE systems biology knowledge base (kBase) 

– NIH Biomedical Informatics Research Network (BIRN) 

– Globus Online data management services 

 



www.ci.anl.gov 
www.ci.uchicago.edu 

21 

What Globus Nexus hub does not do 

• Authorization (but groups and attributes provide 
a basis for authorization decisions) 

• Provide interfaces to support extensible user 
attributes (but Nexus supports them) 

• Support HIPAA data (but we want to) 
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Thank you! 

globusonline.org 

@globusonline 

 

foster@anl.gov 
foster@uchicago.edu 

 


