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June 9, 2014

Dear Colleagues:

Today our Nation’s security, economic progress, and modern lifestyle all rely upon maintaining a
trustworthy digital infrastructure that is resilient and responsive to threats. Critical life-sustaining
infrastructures—such as the ones that deliver electricity and water, control air traffic, and support our
financial system—all depend on networked information systems making up the Nation’s
cyberinfrastructure. Information and communication capabilities and technologies have become
indispensable to Federal agencies to fulfill their mission responsibilities, but securing these complex and
ever-evolving systems poses a formidable technical challenge. After an intensive and deliberate process
involving many interactions among the government, industry, and academia, in December 2011 the
National Science and Technology Council (NSTC) released Trustworthy Cyberspace: Strategic Plan for
the Federal Cybersecurity Research and Development Program, a framework for a set of coordinated
Federal strategic priorities and objectives for cybersecurity research.

This report, Report on Implementing the Federal Cybersecurity Research and Development Strategy, was
developed by the National Coordination Office for the Federal Networking and Information Technology
Research and Development (NITRD) Program with input from the agencies participating in NITRD on
their activities supporting the objectives outlined in the Strategic Plan. The review also considers the
public comments on the Strategic Plan that the government solicited. Finally, this report outlines
additional technologies and research areas that need further emphasis for the future version of the
Strategic Plan.

We are pleased to commend the vigorous response by NITRD agencies to the Federal Cybersecurity
R&D Strategic Plan. The findings in this report represent a comprehensive, coordinated, and collaborative
effort to secure the Nation’s critical cyberinfrastructure. We look forward to continuing this important
work with agencies in the coming months as we manage and respond to current and new cybersecurity
priorities, and as we prepare for future updates to the Federal Cybersecurity R&D Strategic Plan.

Sincerely,

Farnam Jahanian

NSF Assistant Director, Computer and Information Science and Engineering Directorate, National
Science Foundation

Co-Chair, Subcommittee on Networking and Information Technology Research and Development

George O. Strawn
Director, National Coordination Office for NITRD
Co-Chair, Subcommittee on Networking and Information Technology Research and Development
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Report on Implementing the Federal Cybersecurity Research and Development Strategy

Preface

Improving the security and safety of cyberspace—the interconnected information infrastructure of
telecommunications networks and computer systems—has been an important priority of President
Obama’s Administration. Beginning with the Cyberspace Policy Review: Assuring a Trusted and Resilient
Information and Communications Infrastructure, the President mandated and launched a full spectrum
of activities to eliminate or reduce cyberspace vulnerabilities and risks to the Nation’s economic and
social prosperity. In addition, the President challenged Federal agencies to develop a framework for
game-changing cybersecurity research with the goal of fundamentally improving the security, safety,
and trustworthiness of the Nation’s digital infrastructure.

In December 2011 the National Science and Technology Council (NSTC) released Trustworthy
Cyberspace: Strategic Plan for the Federal Cybersecurity Research and Development Program,’ a
framework for a set of coordinated Federal strategic priorities and objectives for cybersecurity research.
The Strategic Plan was the result of a continuing dialogue between Federal agencies conducting
cybersecurity research, agencies with cybersecurity as a critical facet of their mission, and leading
industry and academic experts.

The 2011 Strategic Plan was the culmination of many efforts within the Federal Government,
spearheaded by the Office of Science and Technology Policy (OSTP) and the Federal Networking and
Information Technology Research and Development (NITRD) Program.’ Three interagency forums
coordinated the content of the report: the Cyber Security and Information Assurance Interagency
Working Group (CSIA IWG), the Special Cyber Operations Research and Engineering (SCORE) IWG, and
the Cyber Security and Information Assurance Research and Development Senior Steering Group (CSIA
R&D SSG). Collectively, these groups represent efforts by the primary agencies conducting unclassified
cybersecurity research within the Federal Government, including: the Defense Advanced Research
Projects Agency (DARPA), Department of Energy (DOE), Department of Homeland Security (DHS),
Intelligence Advanced Research Projects Activity (IARPA), National Institute of Standards and Technology
(NIST), National Security Agency (NSA), National Science Foundation (NSF), Office of the Secretary of
Defense (OSD), and Department of Defense Service research organizations in the Air Force, Army, and
Navy.

Federal agencies have initiated and refined an ensemble of new and continuing prioritized research
programs to address the challenges identified in the Strategic Plan. In addition to outlining agency
strategies for addressing the goals of the Plan and summarizing key efforts directed at the principal
research objectives, this report also presents potential areas in which further focus and support would
be beneficial.

The four thrusts of the Strategic Plan and their corresponding areas of scientific research should not be
taken as the whole of Federal activities in the area of cybersecurity. In fulfilling their mission goals,
NITRD agencies have and will continue to engage in a diverse set of supplemental cybersecurity R&D
activities on topics not directly addressed in the Strategic Plan or covered in this document. Many of
these activities may be critical for the secure functioning of cyber systems of specific interest to
agencies, but may not fall into the purview of the harmonized set of current priorities for the Federal
cybersecurity R&D enterprise. Specifically, it is important to note that the unclassified research activities

! http://www.whitehouse.gov/assets/documents/Cyberspace Policy Review final.pdf
? http://www.whitehouse.gov/sites/default/files/microsites/ostp/fed_cybersecurity rd_strategic plan 2011.pdf
® http://www.nitrd.gov
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outlined are only one portion of the work of the Federal cybersecurity R&D enterprise, of which
classified activities are an important additional component.

In February 2013, the President issued Executive Order 13636 (EO 13636), “Improving Critical
Infrastructure Cybersecurity,”* and Presidential Policy Directive 21 (PPD-21), “Critical Infrastructure
Security and Resilience.”” Executive Order 13636 states “the cyber threat to critical infrastructure
continues to grow and represents one of the most serious national security challenges we must
confront. The national and economic security of the United States depends on the reliable functioning of
the Nation’s critical infrastructure in the face of such threats. It is the policy of the United States to
enhance the security and resilience of the Nation’s critical infrastructure and to maintain a cyber-
environment that encourages efficiency, innovation, and economic prosperity while promoting safety,
security, business confidentiality, privacy, and civil liberties.”

Within these two documents, the President has specified a new roadmap of activities and goals that the
Federal Government must undertake to ensure the cybersecurity of the Nation’s critical infrastructure,
outlining a plan of policy coordination, information sharing, privacy and civil liberties protection, and the
development of frameworks to identify and address cybersecurity risks. Presidential Policy Directive 21
explicitly outlines the roles and responsibilities for different agencies within this directive, including for
cybersecurity R&D, specifically:

1. Promoting R&D to enable the secure and resilient design and construction of critical
infrastructure and accompanying cyber technology;

2. Enhancing modeling capabilities for determining potential impacts of incident or threat
scenarios on critical infrastructure, as well as cascading effects on other sectors;

3. Facilitating initiatives to incentivize cybersecurity investments and the adoption of critical
infrastructure design features that strengthen all-hazards security and resilience; and

4. Prioritizing efforts to support the strategic guidance issued by the Secretary of Homeland
Security.

The first three goals in PPD-21 are already areas of focus within the Strategic Plan, or outlined as a
prospective future priority area within this report. The last goal will require renewed interagency
dialogue and coordination to synchronize the Secretary of Homeland Security’s efforts with the
extensive and ongoing Federal cybersecurity R&D enterprise outlined in this document.

As the NITRD CSIA IWG co-chairs, we are gratified by the exceptional level of cybersecurity research
coordination that the Strategic Plan has initiated, and we are confident that a continuing focus on the
objectives of this Plan and its coordination by NITRD groups will contribute significantly to securing
cyberspace.

Douglas Maughan, DHS S&T
William Newhouse, NIST

Co-Chairs
NITRD Cyber Security and Information Assurance Interagency Working Group (CSIA IWG)

* http://www.gpo.gov/fdsys/pkg/FR-2013-02-19/pdf/2013-03915.pdf
® http://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
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Implementing the Federal Cybersecurity
R&D Strategy

1 Introduction

The Nation’s security, economic progress, and modern lifestyle are increasingly dependent on
cyberinfrastructure—the vast, interconnected information networks, communications technologies, and
computer systems that handle the processing and flow of information across the many distributed
environments and resources of cyberspace. This increasing reliance must be matched with assurances
that information and communication technologies can securely support the core activities underpinning
cyberspace. However, the history of the creation of the Internet has left a legacy in its structure and
design that makes securing cyberinfrastructure today a massive technical challenge. The Internet was
originally developed to support a new mode of communication and information sharing between
scientists at different institutions. Since all the users were members of a relatively small and exclusive
group, flexibility and scalability, not security, were the key attributes of its design. While these attributes
have enabled the innovations that have driven rapid growth and adoption of the technology, the
community of Internet users is no longer a small and friendly club, but rather a global ecosystem of
interconnected players with diverse needs, capabilities, and motives. It is very difficult now to retrofit
trust mechanisms into the Internet and to achieve the level of security required for cyberinfrastructure
and the systems dependent on it.

In December 2011 the NSTC released Trustworthy Cyberspace: Strategic Plan for the Federal
Cybersecurity Research and Development Program, outlining a vision for the research needed to develop
game-changing technologies to neutralize attacks on the cyber systems of today, and to establish
scientific foundations to meet the challenges of securing the cyber systems of tomorrow. The Strategic
Plan surfaced intersections of common interest and mutual benefit in cybersecurity research; outlined
specific research and development areas that span multiple disciplines; and emphasized collaboration
among researchers and technical experts in government, industry, academia, and international contexts.

Since the release of the Strategic Plan, Federal agencies have responded vigorously by adapting their
existing cybersecurity R&D programs and initiating new activities that align with the Plan’s strategic
priorities. This report summarizes the broad Federal response, highlighting the specific research
activities that agencies are supporting. This report finds that, since the release of the Strategic Plan,
agencies have coordinated successfully to minimize duplication among R&D efforts and made excellent
progress in creating and leveraging partnerships with other agencies and external parties on key
research areas. Agencies have also put proper focus on transitioning research to practice and
maximizing the impact of their R&D investments.

Looking forward to the near future, the framework outlined in the Strategic Plan remains pertinent and
viable; the four strategic thrusts of Inducing Change, Developing Scientific Foundations, Maximizing
Impact, and Accelerating Transition to Practice are still the key areas of Federal action needed to help
create a cyber-safe Nation. However, given recent advancements in technology, new needs, and an
improved understanding of the foundations of cybersecurity, additional areas within each thrust have
emerged that require emphasis. Some of these areas of emphasis are discussed in this document. In
addition, two broader areas for cybersecurity research have emerged as critical to the function of our
Nation and to the fulfilment of agency mission goals: Privacy and Protected Disclosure and the
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Security of Cyber-Physical Systems. Though both can be considered facets of the research themes
within the 2011 Strategic Plan, they have risen in importance and warrant explicit highlighting as priority
research areas.

As the emergence of new technologies and capabilities drives increasing dependency on
cyberinfrastructure, the Federal Government must match the growth in information and communication
technology with an expanded investment in cybersecurity R&D. Research into the newly identified
priority research areas outlined in this document must be conducted in tandem with ongoing activities.
Reflecting this need for more investment, the President’s FY 2015 budget request proposes $715 million
for unclassified cybersecurity R&D activities through the NITRD agencies — an increase of $62 million
over the $653 million in actual expenditures for FY 2013.°

2 Overview and Scope

This report on the implementation of the Federal cybersecurity R&D strategy follows the basic outline of
the 2011 Strategic Plan, organizing topical areas into four strategic thrusts and, within each thrust, into
key research themes and focus areas. The report covers two main areas: a summary of R&D activities at
each of the primary NITRD agencies (Sections 4-5) and an analysis of the Federal response and proposals
for next steps (Sections 6-7). Section 3 restates the framework of four strategic thrusts articulated in the
Plan, establishing the context for the subsequent sections. Section 4 provides an overview of agency
responses to the Strategic Plan and identifies the relationship of the responses to the four strategic
thrusts. Section 5 gives an overview of the types of activities pursued within each of the thrusts and
highlights specific examples of relevant programs and projects. Section 6 analyzes the accomplishments,
gaps, and overlaps in the Federal response to the 2011 Plan, and identifies emerging areas where
additional emphasis may be warranted. Section 7 outlines next steps to be taken by NITRD in continuing
the dialogue, both within the Federal Government and externally, to address the Strategic Plan.

As part of this review, public comments’ on the Strategic Plan were solicited to gain insights from
experts in industry, academia, and the public. These comments enhance understanding of the research
and implementation challenges of the Strategic Plan, and continue the open dialogue that is needed
between the government and the technical community at-large to help refine and improve the Plan. Key
comments and responses are noted within the pertinent sections of this document, as applicable.

In addition to discussing the topics presented in the Strategic Plan, the public comments stressed the
importance of policy, education, usability, funding, transparency, and accountability as critical aspects of
a responsive national cybersecurity enterprise. Although these topics are outside the scope of an R&D-
focused Strategic Plan, it is worth noting that many agencies have programs that target some of these
areas; for example, NSF is funding two research centers around the social, behavioral, and economic
perspectives of cybersecurity.® Within this broader social and technological context for cybersecurity,
the NITRD Program identified “Cyber Economic Incentives” as a high-impact priority and explicitly
targeted research in this area. In the future, as other topics move toward the forefront and become key
enablers or barriers to maintaining a secure cyberspace, NITRD agencies and the Administration are
prepared to respond with additional R&D focused on those topics.

® http://www.nitrd.gov/pubs/2015supplement/FY2015NITRDSupplement.pdf

’ Submitted comments are available in their entirety at:

http://www.nitrd.gov/fileupload/files/RFC_Submissions Fed Cybersecurity RD Strat Plan 20130114.pdf

& One center at Harvard University focuses on privacy issues in social science research, while the other, which is a collaboration among George
Washington University, the University of California at San Diego, and the International Computer Science Institute, aims to develop an empirical
basis for social-economic perspectives.
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Finally, it is important to note that this document outlines only the research activities conducted by the
Federal Government in the unclassified domain. Scoping of unclassified research priorities is part of a
greater research context that includes U.S. Government-funded classified R&D activities, ongoing
domestic private sector research, and international cybersecurity research and development activities.

3 Summary of the Federal Cybersecurity R&D Strategy

The Strategic Plan provides a framework of four strategic thrusts to organize activities and drive
progress in cybersecurity R&D:

e Inducing Change — Utilizing game-changing themes to direct efforts towards understanding the
underlying root causes of known current threats with the goal of disrupting the status quo with
radically different approaches to improve the security of the critical cyber systems and
infrastructure that serve society.

e Developing Scientific Foundations — Developing an organized, cohesive scientific foundation to
the body of knowledge that informs the field of cybersecurity through adoption of a systematic,
rigorous, and disciplined scientific approach. Promoting the discovery of laws, hypothesis
testing, repeatable experimental designs, standardized data-gathering methods, metrics,
common terminology, and critical analysis that engenders reproducible results and rationally
based conclusions.

e Maximizing Research Impact — Catalyzing integration across the game-changing R&D themes,
cooperation between governmental and private-sector communities, collaboration across
international borders, and strengthening linkages to other national priorities, such as health IT
and Smart Grid.

e Accelerating Transition to Practice — Focusing efforts to ensure adoption and implementation of
the powerful new technologies and strategies that emerge from the research themes, and the
activities to build a scientific foundation so as to create measurable improvements in the
cybersecurity landscape.

4 Agency Missions Aligned with the Federal
Cybersecurity R&D Strategy

The Strategic Plan identifies high priority cyber capabilities that hold promise for enabling fundamental
improvements in the security and trustworthiness of cyberspace. To achieve these capabilities, the Plan
defines an R&D framework that organizes objectives and activities across a range of R&D efforts,
including those that require coordination across multiple agencies and those that an individual agency
might support in the context of its particular mission, capabilities, and expertise. For example, NSF,
which serves to promote the progress of science, contributes to the Plan’s objectives by funding
academic research on the scientific foundations of security. DARPA, which aims to maintain the
technological superiority of the U.S. military, contributes to the Plan’s objectives by sponsoring the
development of revolutionary, high-payoff defense technologies to maximize research impact.

Collectively, the agencies execute a coordinated portfolio of R&D activities from basic science to
mission-specific capabilities. No single agency addresses all the priority areas in the Strategic Plan nor
should it. Instead, it is the many different agency efforts comprising the Federal cybersecurity R&D
enterprise that, with guidance from the Strategic Plan and coordination through NITRD, enables



Report on Implementing the Federal Cybersecurity Research and Development Strategy

progress towards the Plan’s goals. This section summarizes the unique aspects of agency research
strategies for addressing the goals and challenges outlined in the Strategic Plan.

Air Force Research Laboratory (AFRL)

AFRL’s efforts in cybersecurity aim to create a firm, trustable foundation in cyberspace, and then to
build assured mission capabilities upon it. New technologies are needed to be aware of missions and
threats, compute optimal assurance solutions, and implement protection as needed via mission agility
or infrastructure reinforcement. The capabilities developed through this research will be more agile and
resilient than current solutions, providing the ability to avoid, fight through, survive, and recover from
advanced cyber threats. They will also be more effective at engaging and optimizing the role of humans
in cyberspace operations.

Army Research Laboratory (ARL)

ARL’s mission is to provide the science, technology, and analysis that underpin full-spectrum military
operations. Within its mission, ARL contributes to a number of the Strategic Plan’s objectives with a
particular focus on Moving Target technologies within its Cyber Maneuver Initiative. The Cyber
Maneuver Initiative aims to improve defense against advanced persistent threats by creating dynamic
attack surfaces for protected systems, and includes research in dynamic operating system
maneuverability, application diversity, network agility, cyber deception, predictive cyber threat
modeling, and cognitive reasoning and feedback to maximize maneuver effectiveness in tactical
environments.

Defense Advanced Research Projects Agency (DARPA)

DARPA is the principal agency within the Department of Defense for high-risk, high-payoff research,
development, and demonstration of new technologies and systems that serve the warfighter and the
Nation’s defense. DARPA’s R&D efforts in cybersecurity strongly support the Moving Target and Tailored
Trustworthy Spaces themes. In particular, DARPA’s Information Assurance and Survivability Program
seeks to draw on biological and immune systems as inspiration for radically re-thinking computer
hardware, software, and system designs. Such systems will be able to detect, diagnose, and respond to
attacks by employing their own innate and adaptive immune systems. Furthermore, in response to
attacks, such systems will also be capable of dynamically adapting and improving their defensive
capabilities over time. As in biological systems, the cyber systems will dynamically diversify, increasing
their resiliency and survivability, and that of their individual, constituent computers.

Department of Energy (DOE)

A key mission of the DOE Office of Electricity Delivery and Energy Reliability (OE) is to enhance the
reliability and resiliency of the Nation’s energy infrastructure. Within DOE OE’s Cybersecurity for Energy
Delivery Systems (CEDS) Program, cybersecurity R&D is tailored to the unique performance
requirements, designs, and operational environments of energy delivery systems. The CEDS Program
operates with the goal that, by 2020, resilient energy delivery systems are designed, installed, operated,
and maintained to survive cyber-incidents while sustaining critical functions. To help achieve this vision,
OE fosters and actively engages in collaborations among all energy stakeholders — utility, vendor,
national lab, and academic. Through these collaborations, OE seeks to solve hand-in-hand with industry
the “right problems,” and to transition next-generation research from the national labs and academia
into commercial products operating in the energy sector. The Strategic Plan research themes,
particularly Designed-In Security and Tailored Trustworthy Spaces are strongly supported by the
strategies and milestones outlined in the CEDS Program.

Other elements of DOE also perform related cybersecurity research. The Advanced Scientific Computing
Research (ASCR) Program, which is part of the Office of Science, sponsors research to support DOE’s
world leadership in scientific computation. Security of networks and middleware is a critical element in
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the ASCR Next Generation Networking research program. The National Nuclear Security Administration
(NNSA) within DOE also sponsors cybersecurity research to support its unique mission requirements.

Department of Homeland Security (DHS)

The DHS Science and Technology Directorate Cyber Security Division (DHS S&T CSD) focuses on applied
research and development, test, evaluation, and transition for technologies to support civilian Federal,
state, and local governments and private sector unclassified needs to protect the Nation’s cyber
infrastructure. Of particular interest to DHS are technologies that can be developed and transitioned to
commercial products or used in Federal, state, and local government systems. DHS S&T CSD has
promoted innovation and accelerated transition to practice by using Broad Agency Announcements
(BAA) to solicit research proposals, supporting the Small Business Innovation Research (SBIR) program,
participating in and initiating public-private partnerships, and collaborating with Federal agencies and
international partners through joint project funding and management. In FY 2011, DHS S&T CSD issued
BAA 11-02 which solicited proposals for R&D in 14 technical areas, spanning all research themes of the
Strategic Plan.

Intelligence Advanced Research Projects Activity (IARPA)

IARPA’s cybersecurity research is spearheaded by its Office of Safe and Secure Operations (SSO), which
aims to counter emerging adversary potential to ensure the U.S. Intelligence Community’s operational
effectiveness in a globally interdependent and networked environment. SSO’s research portfolio is
organized into three areas: computational power, trustworthy components, and safe and secure
systems. Objectives within the computational power area include developing revolutionary advances in
science and engineering to solve problems intractable with today’s computers, focusing on the
fundamental elements of quantum computing systems, and exploring the feasibility of a
superconducting computer. In the trustworthy components area, research programs focus on
understanding and manipulating very small-scale electronics, obtaining mission-worthy chips from state-
of-the-art, but untrusted fabrication facilities, and gaining functionality from un-pedigreed software
without placing mission systems at risk. Finally, research in the safe and secure systems area has a broad
objective of safeguarding the integrity of missions in a hostile environment. Some of the current projects
focus on enabling collaboration without wholesale sharing of data through privacy-preserving search
techniques. Research in both the trustworthy components and safe and secure systems areas
contributes directly to the Tailored Trustworthy Spaces research theme.

National Institute of Standards and Technology (NIST)

NIST’s Information Technology Laboratory (ITL) is a recognized thought leader in cryptography, identity
management, key management, mobile security, risk management, security automation, security of
networked systems, foundations of measurement science for information systems, secure virtualization,
cloud security, trusted roots of hardware, usability and security, and vulnerability management. ITL is
comprised of six divisions; each has ongoing work that moves the Nation towards the end-state vision of
the Cybersecurity R&D Strategic Plan. In particular, the NIST Software and Systems Division (SSD) works
with industry, academia, and other government agencies to increase trust and confidence in deployed
software, standards and testing tools for today’s software infrastructures and tomorrow’s next-
generation software systems, and conformance testing. Additionally, the NIST Computer Security
Division (CSD) within ITL leads the Government’s efforts in risk management, identity management, key
management, security automation, mobile security, trusted roots for hardware, vulnerability
management, and cryptography. CSD’s activities in key management, multi-factor authentication, and
identity management strongly contribute to the Tailored Trustworthy Spaces theme. Among its recent
priorities, CSD’s efforts in information security continuous monitoring support the Moving Target
theme—by developing tools and specifications that maintain ongoing awareness of information
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security, vulnerabilities, and threats to support organizational risk management decisions. The NIST
National Cybersecurity Center of Excellence (NCCoE) and National Strategy for Trusted Identities in
Cyberspace (NSTIC) Program Management Office are focused on driving adoption of cybersecurity and
identity management standards and best practices to support measurable improvements in the
cybersecurity landscape.

National Security Agency (NSA)

NSA has several research efforts exploring the Tailored Trustworthy Spaces theme, including exploration
of risk through behavioral analytics and large-scale data analysis, novel means to detect modifications to
computing systems and network analytics, and efforts to customize system controls. NSA is also
exploring Moving Target technologies. By conducting a full scope analysis of the Moving Target problem
and solution space, NSA plans to develop “movement” prototypes and evaluate several critical enabling
functions. In partnership with the DoD, the agency produced a survey of current Moving Target
techniques, thereby enabling a cost-benefit analysis that will take into account different approaches and
technologies, the potential impact Moving Target protections may have on mission operations, the costs
and overheads associated with implementation, and the overall effectiveness of the movement
response. Additionally, NSA is supporting activities that foster an interdisciplinary collaborative
community around the science of security, including a virtual organization and four university-based
multidisciplinary research centers.

National Science Foundation (NSF)

NSF invests in cybersecurity research through several programs, including the Directorate of Engineering
(ENG) programs in Communications, Circuits, and Sensing-Systems (CCSS) and Energy, Power, and
Adaptive Systems (EPAS). A major program in cybersecurity is spearheaded by the NSF Directorate of
Computer and Information Science and Engineering (CISE), in collaboration with the Directorates of
Education and Human Resources (EHR), Engineering (ENG), Mathematical and Physical Sciences (MPS),
and Social, Behavioral & Economic Sciences (SBE). NSF’s solicitation for the Secure and Trustworthy
Cyberspace (SaTC) Program provides funding to university investigators for research activities on all four
Strategic Plan thrusts, with an explicit option for transition to practice projects. The solicitation provides
funding for projects related to cybersecurity education, as well as social, behavioral, and economic
perspectives on cybersecurity. Another major program is CyberCorps: Scholarship for Service (SFS) led
by the EHR Directorate. This program supports cybersecurity education and workforce development.
NSF’s program is distinguished from other agency efforts by its comprehensive nature, and by the strong
role of research on cybersecurity foundations.

Office of Naval Research (ONR)

ONR cybersecurity strategies focus on long- and medium-term scientific and technology areas that have
the potential for delivering significant improvements in the robustness, resiliency, security, and
operational effectiveness of cyber environments. ONR’s cybersecurity research contributes strongly to
the objectives identified in the Moving Target, Tailored Trustworthy Spaces, and Designed-In Security
areas. The Moving Target theme is particularly supported by the Robust and Autonomic Computing
Systems Program, a long-term initiative for exploring architectures and approaches for future adaptive
computing systems. Research in the Tailored Trustworthy Spaces area is supported by the Fabric Project
a medium-term project providing strong, principled security guarantees based on explicitly stated
security policies, and does so for distributed systems with complex, incomplete, and changing trust
between participants. Additional programs such as Automation in Cryptology, Software Efficiency
Reclamation, Computer Network Defense and Information Assurance, and Quantum Information
Sciences contribute to the Strategic Plan by developing novel capabilities and technologies across the
research themes. At the Georgia Institute of Technology, ONR-funded researchers investigated the
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theory and models for botnets, and developed state of the art algorithms, methods, and tools for
detecting and tracking botnets and their command and control. Their research has been invaluable for
the DoD, as well as the tools developed and now in use by the FBI for taking down botnets and tracking
down bot-masters and individual operators. Additionally, ONR promotes underexplored research topics
that have promising impacts on cybersecurity. For example, at the University of California, ONR is
supporting a technical investigation of the underground economy that allows botnets to exist.

Office of the Secretary of Defense (OSD)

DoD’s cybersecurity science and technology programs emphasize game-changing research over
incremental approaches, and enhance the organizational ties and experimental infrastructure needed to
accelerate transition of new technologies into practice. To strengthen its ability to pursue a coordinated
set of objectives and a shared vision in cybersecurity, the Assistant Secretary of Defense for Research
and Engineering (ASD(R&E)) formed the DoD Cyber S&T Community of Interest (DoD Cyber COI). The
DoD has specialized needs in cybersecurity due to the nature of its national security and warfighting
mission. The DoD Cyber COl was charged with developing a DoD Cyber S&T problem statement,
challenge areas that address warfighter requirements, a research framework, priority technology areas,
and, in particular, a Cyber S&T Roadmap of current and needed research in cybersecurity.

The Cyber S&T Roadmap lays out four areas of research: Foundations of Trust, Resilient Infrastructure,
Agile Operations, and Assuring Effective Missions. All four areas relate strongly to the Designed-In
Security theme, strengthening different attributes of security through development, design, and
validation methods, component and system design, algorithms, protocols, and architecture. The
Foundations of Trust area contributes particularly to the Tailored Trustworthy Spaces theme. The
Resilient Infrastructure and Agile Operations areas support the Moving Target theme. All four Roadmap
areas have research challenges that will contribute to the foundational Science of Security.

5 Implementing the Strategic Plan: Agency Highlights
and Accomplishments

5.1 Inducing Change

Achieving enduring trustworthiness of cyberspace requires new paradigms that re-balance the security
asymmetries of today’s cyber environment. The major challenges and new paradigms needed to
overcome them motivate R&D agendas in four research themes:

e Moving Target: The cost of attacks is asymmetric, favoring the attacker, and so defenders must
increase the cost of attack and employ methods that enable them to continue to operate in the
face of attack;

e Tailored Trustworthy Spaces: The burden of simultaneously satisfying all the requirements of an
ideal cybersecurity solution is impossibly high, and so we must enable sub-spaces in cyberspace
to support different security policies and different security services for different types of
interactions;

e Designed-In Security: The prevalent software design and development methodologies and tools
handicap designers’ capability to design, develop, and evolve high-assurance systems that are
resistant to attacks, and so we must increase our ability to utilize assurance-focused engineering
practices that enable reasoning about a diversity of quality attributes (security, safety, reliability,
etc.) while providing the evidence necessary to prove the system’s resistance to vulnerabilities;
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e Cyber Economic Incentives: The lack of meaningful metrics and economically sound decision
making in security misallocates resources, and so we must promote economic principles in
identifying and realigning economic and social incentives that encourage the broad use of good
cybersecurity practices and deter illicit activities.

The four research themes provide a shared and unifying set of objectives with the most promising
impacts on national cybersecurity issues. Federal cybersecurity research strategies focus on the research
themes and on enabling component technologies supportive of, or required by, these themes. However,
the themes do not preclude agencies from undertaking other research activities that are necessary to
fulfilling their missions. Overlying these challenges is the need for agencies to achieve impactful results
in their mission responsibilities balanced with operational costs, scalability, and usability. These
additional attributes are critical in enabling the smooth transition to practice of cybersecurity research,
which is discussed in further detail in Section 5.4.

5.1.1 Moving Target

The vision and goals of the Moving Target research theme are as follows:

//Vision \

\
Develop, evaluate, and deploy diverse mechanisms and strategies that dynamically shift and
change over time in order to increase complexity and costs for attackers, limit the exposure of
vulnerabilities and opportunities for attack, and increase system resiliency.

Goals
e Design resilient systems that operate reliably in compromised environments

e Increase the cost of staging and executing attacks
e Shift from reactive security postures to active preemptive postures

e Develop Moving Target mechanisms that create disruptions for the adversaries, but not
for legitimate users

e Develop the ability to optimize Moving Target mechanisms against various attacks and |

\ /

\\ disruptions /

At a high level, the research supported by agencies within the Moving Target theme can be grouped
along several contributing characteristics:

e Frameworks
e Techniques
e Scientific foundations

5.1.1.1 Frameworks

A number of research activities include investigating and developing novel frameworks for managing
systems that employ Moving Target mechanisms and strategies. For example, DHS, NSF, and DARPA are
funding research efforts that use biological concepts—such as those related to immune systems, genetic
algorithms, and social insect behaviors—to create distributed cyber systems that are flexible when
responding to a cyber-attack. In the same way that biological systems are constantly aware, adapting,
and evolving, these systems are designed to detect new anomalous code or attack methods, adapt and
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repair after a cyber-attack, and cope with new vulnerabilities that can be introduced over time. These
“nature-inspired solutions” were called out as a focus area in the Moving Target theme of the Strategic
Plan, and many agencies have coalesced around the concept in novel and unique ways.

Spotlight on DARPA —

Clean-Slate Design of
Resilient, Adaptive,
Secure Hosts (CRASH)
and Mission-oriented
Resilient Clouds (MRC)
Programs

Announced in June 2010, DARPA’s Clean-Slate Design of Resilient, Adaptive,
Secure Hosts (CRASH) Program is focused on designing new and
revolutionary architectures that make computer systems highly resistant to
cyber-attacks. The objective is to design systems that are able to adapt and
continue rendering useful services after a successful attack, learn from
previous attacks on how to guard against and cope with future attacks, and
repair themselves after attacks have succeeded.

CRASH has initiated projects in three biologically inspired areas: The Innate
Immunity area has the goal of eliminating all common technical
vulnerabilities, with solutions focused primarily on hardware, operating
systems, middleware, and formal methods. The Adaptive Immunity area
works in cooperation with Innate components at a higher level in the stack
and includes projects to develop techniques for identifying, diagnosing, and
recovering from new attacks. The Dynamic Diversity area is inspired by the
biological concept of diversity leading to survivability. In this area, techniques
are being developed that make each computer different from every other
computer, and make each computer differ from itself over time. This raises
an attacker’s work factor while maintaining system manageability.

One of CRASH’s achievements is the Diversity Compiler: compiler
technologies that make it possible to create diverse versions of applications
and operating systems that behave in exactly the same way under normal
use, but do not share vulnerabilities among them. By changing
characteristics, such as the specific machine instructions a program uses or
the way it is placed into memory, users see no changes in program behavior;
attackers, however, are forced to break into each unique instance and are
prevented from reusing a single attack across millions of computers. The
CRASH Program has also developed a prototype hardware-software system
to enforce a number of formal assurance and protection principles. For
example, it can restrict access within a host to only what is essential for a
given program, following the principle of least privilege.

Building on the successes of CRASH, DARPA’s Mission-oriented Resilient
Clouds (MRC) Program is developing technologies to detect, diagnose, and
respond to attacks in cloud computing systems so that cloud applications and
infrastructure can continue functioning while under attack. These
technologies use cloud resources to relocate computations so that attackers
are not able to find them, and to induce artificial diversity across hosts so that
no two hosts present the same configuration to the attacker. Additionally,
resources can be grouped to provide collective defense, automatically detect
and diagnose any system penetration, automatically develop work-arounds
and patches, and distribute these solutions around the cloud so that the
entire system learns from each individual host. Ultimately, the system as a
whole becomes more secure and resilient than any individual host.

11
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Spotlight on ONR —

Robust Autonomic Host
Program

5.1.1.2 Techniques

ONR’s Robust Autonomic Host Program is focused on developing computing
systems that can self-heal, operate under attack with reduced capabilities,
employ artificial diversity to increase resilience, and engage in disinformation
as an element of Moving Target defense. Initiated in FY 2011, this program
supports exploratory and experimental research towards achieving robust,
resilient, and autonomic computing in the future. The program covers wide
areas of research and engineering applicable to computing infrastructure,
including efficient and adaptive data-acquisition and monitoring, machine
intelligence, machine reasoning and strategic planning, automated
diagnostics, artificial diversity, and automated strategic deception. An
autonomic computing system that continuously assesses its own state,
health, capabilities and limitations, and adapts to the situation at cyber
speed, can maximize mission success while reducing operational cost.

A significant portion of Moving Target research involves developing techniques that modify system
characteristics in one or more dimensions. For example:

e Policies —risk adaptive policies, movement scheduling

e System of systems — non-persistent virtual machines, system self-cleansing, machine rotations

e Data—secure distributed data chunking and decentralization, data encryption

e Networks — dynamic networking, dynamic Domain Name System (DNS), Internet Protocol (IP)
address randomization

e Software —source code diversity, just-in-time compiling, disposable applications

e System —diversity in operating systems, instruction set randomization

e Hardware — multicore processing, cache randomization

At Sandia National Laboratories, both AFRL and DOE have programs to develop technologies that can
rapidly change or randomize network addresses and device paths; from an attacker’s perspective, this
results in a constantly changing and difficult to understand network layout. IARPA is conducting research
in software techniques to automate processes for modifying software code to neutralize vulnerabilities.
DHS’s Moving Target Defense Program focuses on a wide variety of Moving Target techniques within
different layers of the hardware and software stack.

12
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Spotlight on AFRL —

Cyber Agility Initiative

Spotlight on IARPA —

Securely Taking On New
Executable Software Of
Uncertain Provenance
(STONESOUP) Program

AFRL has been at the forefront of Moving Target research with initiatives
such as the Cyber Agility Initiative, announced in FY 2011. This initiative’s
objective is to make it harder for a determined adversary to succeed by
increasing agility, diversity, and redundancy, and by disrupting attack plans
and execution.

In FY 2012 AFRL launched the Polymorphic Machines and Enclaves Program
within the Cyber Agility Initiative. Polymorphic machines use continuously
changing computer and system characteristics in a manner that is controlled
by the transformation and diversification process, and yet appear to an
attacker to be a randomly shifting target space. At the same time, however,
the systems maintain transparency and utility for authorized users. The
concept of polymorphic machines is extended to the entire network in the
Polymorphic Enclaves Program, which aims to create rapidly shifting network
architectures with automated agility and diversity mechanisms to modify or
morph the network continually, dynamically, and unpredictably into secure
operational modes, both before and during attacks.

In addition to these new programs, the Cyber Agility Initiative is responsible
for the successful Active Repositioning in Cyberspace for Synchronized
Evasion (ARCSYNE) technology, which is entering into pilot projects with
other agencies. This technology employs IP address hopping to create an
agile and stealthy network where the network identity of hosts changes
rapidly to confuse attackers. In a one-year follow-up project, started in Q4 of
2012, DHS is funding expansion of the technology to include higher network
speeds and network management capabilities. The expected outcome at the
end of this project will be a fully functioning network appliance unit that can
operate as close to 10 Gbps as possible and change IP addresses in the
network at least 10 times/second.

The IARPA Securely Taking On New Executable Software Of Uncertain
Provenance (STONESOUP) Program seeks to automate the detection and
mitigation of security vulnerabilities in software applications while
diversifying program code, so that residual vulnerabilities are harder to
exploit. STONESOUP is also investigating novel techniques for randomizing,
rewriting, or monitoring software application code so that an adversary will
not be able to predict the location of instructions or data needed to launch
malicious exploits. The goal of the program is to be able to mitigate security
vulnerabilities of software with uncertain provenance automatically without
relying on expensive and limited manual security evaluations.

The program began in September 2010 and is slated to end in November
2014. Phase 2 currently has four funded projects developing techniques for
sound analysis of software, for automatically inferring reasonable security
policies, and for automatically mitigating vulnerabilities without expert
human interaction. Phase 1 was successfully completed, demonstrating the
ability to neutralize (render unexploitable) over 75% of two types of seeded
vulnerabilities in 10,000 line programs while preserving normal program
behaviors. Phase 2 goals are to increase the size of programs to 100,000 lines
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of code, to increase the number of vulnerability types to four, and to
demonstrate that 80% of vulnerabilities are automatically mitigated. Future
Phase 3 goals include 500,000 line programs, six types of vulnerabilities, and
requirements for a 90% rate of vulnerability neutralization with no more than
a 10% increase in runtime overhead.

Spotlight on DHS — DHS’s Moving Target Defense Program pursues new capabilities and
technologies in several Moving Target areas. These include (1) integration of
self-cleaning, intrusion-tolerant servers with reactive systems, (2) active
kernel updates that keep system attack surfaces dynamic, (3) IP version 6
(IPv6) integration with IP-address hopping technology, (4) development of
obfuscation and virtual instance randomization technologies, (5) binary
program randomization, (6) translation of insect colony behavioral models
into algorithms for rapidly detecting malware, and (7) applying bio-sequence
analysis to discover anomalous sequences of transactions within networks.

Moving Target Defense
Program

The program was initiated under a 2012 DHS BAA which awarded four
contracts and five SBIR awards. Current work includes innovative hardware
cache designs to increase resiliency, improvements to the ARCSYNE system,
novel bio-inspired approaches to intrusion and anomalous behavior
detection, a multi-kernel OS architecture that increases system resilience and
minimizes the effect of Moving Target Defense on mission-critical tasks, IP-
hopping utilizing IPv6, and Multi-layer Ever-changing Self-defense Services
(MESS) that are both resilient and manageable. The bio-inspired solutions
may ultimately change the current approach used for developing intrusion
detection systems. New attack methods will quickly be detected rather than
relying on the knowledge of existing, known malicious software or cyber-
attacks.

5.1.1.3 Scientific Foundations of Moving Target

Integral to Moving Target research is a scientific foundation for understanding and analyzing the
effectiveness of Moving Target frameworks and mechanisms. These analyses show what classes of
attacks are stopped by particular mechanisms, how to compare different approaches, and how to assess
the effectiveness of the techniques.

Scientific foundations of Moving Target are the focus of the Army Research Office’s (ARO) Moving Target
Defense Program, a five-year, multidisciplinary university research project that began in July 2013. The
goal of the program is to establish scientific foundations of adaptive systems that are robust, resilient,
and survivable against cyber-attacks. In conjunction with the ARO effort, and also beginning in late FY
2013, ARL has established a new collaborative venture—the Cyber Security Collaborative Research
Alliance (CRA)—that seeks to advance interdisciplinary, theoretical foundations of cyber science in the
context of Army networks. NSA is also contributing to the scientific foundations of Moving Target by
developing an assessment and taxonomies of techniques and methodologies for their analysis, and by
having organized the first National Symposium on Moving Target Research, held in Annapolis, MD in
June 2012.°

® http://cps-vo.org/group/mtrs

1