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BackgroundBackground
•• Tools for using and communicating library Tools for using and communicating library 

informationinformation
–– DocView DocView -- 19951995
–– DocMorph DocMorph -- 19991999
–– MyMorph MyMorph -- 20022002

•• Tool for communicating biomedical or health Tool for communicating biomedical or health 
informationinformation
–– MyDeliveryMyDelivery
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••TIFF ViewerTIFF Viewer
••ArielAriel--compatiblecompatible
••19,000 Downloads19,000 Downloads
••195 Countries195 Countries



BackgroundBackground
•• Tools for using and communicating library Tools for using and communicating library 

informationinformation
–– DocView DocView -- 19951995
–– DocMorph DocMorph -- 19991999
–– MyMorph MyMorph -- 20022002

•• Tool for communicating biomedical or health Tool for communicating biomedical or health 
informationinformation
–– MyDeliveryMyDelivery

••Convert 50 File FormatsConvert 50 File Formats
to TIFF, PDF, Textto TIFF, PDF, Text

••21,000 Users21,000 Users
••1,500 Conversions daily1,500 Conversions daily
••1,300 Unique users monthly1,300 Unique users monthly



BackgroundBackground
•• Tools for using and communicating library Tools for using and communicating library 

informationinformation
–– DocView DocView -- 19951995
–– DocMorph DocMorph -- 19991999
–– MyMorph MyMorph -- 20022002

•• Tool for communicating biomedical or health Tool for communicating biomedical or health 
informationinformation
–– MyDeliveryMyDelivery

••Replaces Browser for Replaces Browser for 
mass conversionsmass conversions
••PDF, TIFF, TextPDF, TIFF, Text
••11,000 Users11,000 Users



DocMorph: Pages DocMorph: Pages 
Processed YearlyProcessed Yearly



–– A tool that allows two individuals to easily A tool that allows two individuals to easily 
and reliably communicate health and and reliably communicate health and 
biomedical information of all sizes and biomedical information of all sizes and 
quantities over the Internet for free.quantities over the Internet for free.

MyDelivery MyDelivery –– The VisionThe Vision
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This provides oneThis provides one--toto--one one 
information exchange information exchange 
between two people.between two people.



–– A tool that allows two individuals to easily A tool that allows two individuals to easily 
and reliably communicate health and and reliably communicate health and 
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quantities over the Internet for free.quantities over the Internet for free.
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Problem!Problem!
Many files are huge:Many files are huge:

CT, MRI scansCT, MRI scans
Color imagesColor images

Digitized xDigitized x--raysrays
Digital videoDigital video



–– A tool that allows two individuals to easily A tool that allows two individuals to easily 
and reliably communicate health and and reliably communicate health and 
biomedical information of all sizes and biomedical information of all sizes and 
quantitiesquantities over the Internet for free.over the Internet for free.

MyDelivery MyDelivery –– The VisionThe Vision

Problem!Problem!
Some tools limit number Some tools limit number 

of file attachments.of file attachments.
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Problem!Problem!
It is possible to It is possible to 

accomplish this, but it is accomplish this, but it is 
not necessarily easy.not necessarily easy.
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Problem!Problem!
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HIPAAHIPAA--Compliant.Compliant.



–– A tool that allows two individuals to easily A tool that allows two individuals to easily 
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Problem!Problem!
Wireless networks may be Wireless networks may be 

unreliable.unreliable.



–– A tool that allows two individuals to easily A tool that allows two individuals to easily 
and reliably communicate health and and reliably communicate health and 
biomedical information of all sizes and biomedical information of all sizes and 
quantities over the Internet for quantities over the Internet for freefree..

MyDelivery MyDelivery –– The VisionThe Vision

Problem!Problem!
Commercial delivery services Commercial delivery services 

may not be not free.may not be not free.



Limitations of Current ToolsLimitations of Current Tools

•• It is often difficult for two individuals to It is often difficult for two individuals to 
electronically exchange biomedical or patient electronically exchange biomedical or patient 
health information that may vary in size or health information that may vary in size or 
quantity.  Current tools often fall short in quantity.  Current tools often fall short in 
terms of:terms of:
–– Ease of useEase of use
–– ReliabilityReliability
–– SafetySafety
–– SecuritySecurity
–– CostCost



Conventional Internet Conventional Internet 
Communication ToolsCommunication Tools

•• Email, Secure EmailEmail, Secure Email
•• FTP, FTPSFTP, FTPS
•• Instant Messaging / P2PInstant Messaging / P2P
•• Web Delivery ServicesWeb Delivery Services



EmailEmail
•• Usually free to users, but restricts:Usually free to users, but restricts:

-- Attachment sizesAttachment sizes
-- Number of attachmentsNumber of attachments
-- File typesFile types
-- InBox sizeInBox size



Secure EmailSecure Email
•• Same problems as email with file attachmentsSame problems as email with file attachments
•• Works, but seldom used because certificates Works, but seldom used because certificates 

can be a hassle can be a hassle ……
-- Requires security certificatesRequires security certificates
-- Modest costModest cost
-- Usually only good for 1 yearUsually only good for 1 year
-- Users exchange public keysUsers exchange public keys
-- Only 5 Only 5 -- 15% of email is encrypted15% of email is encrypted



Attachment RemovedAttachment Removed



Cervix ImageCervix Image



Attachment Too LargeAttachment Too Large



Split Attachment RemovedSplit Attachment Removed



FTP, FTPSFTP, FTPS
•• Difficult to set upDifficult to set up
•• Usually requires firewall holesUsually requires firewall holes
•• FTPS: files are exposed on the serverFTPS: files are exposed on the server
•• Commercial FTP not freeCommercial FTP not free
•• 19801980’’s technology best suited for wired s technology best suited for wired 

networks, or small file transfer over wireless networks, or small file transfer over wireless 
networksnetworks



Instant Messaging / P2PInstant Messaging / P2P
•• Easy, fast and free, but Easy, fast and free, but ……

•• Usually requires firewall holesUsually requires firewall holes
•• Potentially unsafe; usage often bannedPotentially unsafe; usage often banned
•• Seldom secureSeldom secure
•• No protection against intermittent networksNo protection against intermittent networks



Web Delivery ServicesWeb Delivery Services
•• Easy, but Easy, but ……

•• Many services charge a feeMany services charge a fee
•• Intended for single file exchangeIntended for single file exchange
•• Files are exposed on the server; server Files are exposed on the server; server 

location is often unknownlocation is often unknown
•• No protection against intermittent networksNo protection against intermittent networks



Web Server Lost ConnectionWeb Server Lost Connection



•• Prototype tool meets all design goalsPrototype tool meets all design goals
-- Falls under Web Delivery ServiceFalls under Web Delivery Service

-- Smart client and serverSmart client and server
-- Exchange large files, large numbers of Exchange large files, large numbers of 

filesfiles
-- Reliable over unreliable networksReliable over unreliable networks
-- HIPAAHIPAA--compliantcompliant
-- Easy: manages certificates invisiblyEasy: manages certificates invisibly

•• http://mydelivery.nlm.nih.govhttp://mydelivery.nlm.nih.gov
•• Entered early beta testing January 2009Entered early beta testing January 2009

MyDelivery: Vision RealizedMyDelivery: Vision Realized



What can you do with a What can you do with a 
tool like MyDelivery?tool like MyDelivery?

MyDeliveryMyDelivery



•• Could be used to exchange health information Could be used to exchange health information 
outside of PACS or EHR systemsoutside of PACS or EHR systems

•• Secure messaging alternative to secure email Secure messaging alternative to secure email 
for exchanging patient health informationfor exchanging patient health information

•• Biomedical Research Biomedical Research –– data exchangedata exchange
•• Large file document delivery for ILLLarge file document delivery for ILL
•• Interactive publicationsInteractive publications
•• Useful for civilian office secure data exchangeUseful for civilian office secure data exchange

MyDelivery ApplicationsMyDelivery Applications



•• Reduces the need to mail large datasetsReduces the need to mail large datasets
-- CD, DVD disksCD, DVD disks

•• Aids telecommutersAids telecommuters

MyDelivery: Green TechnologyMyDelivery: Green Technology



MyDelivery ArchitectureMyDelivery Architecture

MyDelivery MyDelivery 
ClientClient

MyDelivery MyDelivery 
ClientClient

MyDelivery ServerMyDelivery Server



Client ArchitectureClient Architecture

ComMgrComMgr

Internet

MyDelivery
User Interface

MyDelivery
User Interface

17 SOAP Functions

70,000 Lines of C++ 
Code

UsageUsage



Server ArchitectureServer Architecture

DB01DB01 DB02DB02

FEPFEP FEPFEP FEPFEP FEPFEP FEPFEP FEPFEP FEPFEP

Primary Secondary

NLB

Internet

22,000 Lines of 
VB.NET & SQL CodeClient ManagerClient Manager



MyDelivery FeaturesMyDelivery Features
•• Client: combines functionality of secure email Client: combines functionality of secure email 

and FTPand FTP
-- Interface looks and feels like emailInterface looks and feels like email
-- Sends large numbers of files as if FTPSends large numbers of files as if FTP



MyDelivery ClientMyDelivery Client



MyDelivery ClientMyDelivery Client



MyDelivery ClientMyDelivery Client



MyDelivery ClientMyDelivery Client



MyDelivery ClientMyDelivery Client



MyDelivery ClientMyDelivery Client



MyDelivery ClientMyDelivery Client



HIPAAHIPAA--Compliant Compliant 
Encryption and VerificationEncryption and Verification

MyDelivery MyDelivery 
ClientClient

MyDelivery MyDelivery 
ClientClient

MyDelivery ServerMyDelivery Server

TLS: FIPS 140TLS: FIPS 140

AESAES

TLS: FIPS 140TLS: FIPS 140



MyDelivery FeaturesMyDelivery Features
•• Generates & manages certificates invisibly, Generates & manages certificates invisibly, 

using Gnu Privacy Guard (GnuPG)using Gnu Privacy Guard (GnuPG)
-- Free version of OpenPGP standard, defined Free version of OpenPGP standard, defined 

in RFC4880in RFC4880
-- Certificate is generated on first loginCertificate is generated on first login
-- Encrypted certificates maintained on serverEncrypted certificates maintained on server
-- Uses Asymmetric key encryptionUses Asymmetric key encryption
-- Public keys passed to senders for Public keys passed to senders for 

encryptionencryption



More MyDelivery FeaturesMore MyDelivery Features
•• User Authentication: based on user trustUser Authentication: based on user trust

-- MyDelivery does not authenticate user MyDelivery does not authenticate user 
identityidentity

-- No thirdNo third--party user authenticationparty user authentication
-- Users required to identify/trust each otherUsers required to identify/trust each other
-- Groups of users may implement different Groups of users may implement different 

policies for identification/authentication  policies for identification/authentication  
-- MyDelivery ensures that two unique user MyDelivery ensures that two unique user 

IDs communicate with each otherIDs communicate with each other



MyDelivery OperationMyDelivery Operation
•• LogonLogon

–– Generate, distribute certificatesGenerate, distribute certificates
•• Send DeliverySend Delivery

–– Make backup copy of filesMake backup copy of files
–– Zip compressionZip compression
–– RecipientRecipient’’s public key encrypts: AESs public key encrypts: AES
–– SenderSender’’s private key signss private key signs
–– Transmit 1 MB segmentsTransmit 1 MB segments



Segmented TransmissionSegmented Transmission
•• Start/stop operation using data segmentsStart/stop operation using data segments

MyDelivery ServerMyDelivery Server

1 MB Segments1 MB Segments1 MB Segments1 MB Segments



TwoTwo--Sizes of SegmentsSizes of Segments
•• Small segments for intermittent/slow networksSmall segments for intermittent/slow networks

MyDelivery ServerMyDelivery Server

10 KB Segments10 KB Segments1 MB Segments1 MB Segments



MyDelivery OperationMyDelivery Operation
•• Client polls server periodicallyClient polls server periodically
•• Receive DeliveryReceive Delivery

–– Receive 1 MB segmentsReceive 1 MB segments
–– Assemble the filesAssemble the files
–– SenderSender’’s public key verifiess public key verifies
–– RecipientRecipient’’s private key decrypts: AESs private key decrypts: AES
–– ZIP decompressionZIP decompression

•• Speed: Transfer 1 GB file from desktop to Speed: Transfer 1 GB file from desktop to 
desktop in NLM: 12 minutesdesktop in NLM: 12 minutes



More MyDelivery FeaturesMore MyDelivery Features
•• Each clientEach client’’s free disk space is reported to s free disk space is reported to 

serverserver
•• Deliver large files Deliver large files 

-- Tested: 28 GB (takes about 5 hours)Tested: 28 GB (takes about 5 hours)
•• Deliver thousands of filesDeliver thousands of files

-- Tested: 17,000 100KB filesTested: 17,000 100KB files
•• Attach directory structuresAttach directory structures

-- Useful for data backup over the InternetUseful for data backup over the Internet



More MyDelivery FeaturesMore MyDelivery Features
•• Passes through firewallsPasses through firewalls
•• Roaming address bookRoaming address book
•• Address book whitelistingAddress book whitelisting
•• Deliveries kept for 7 daysDeliveries kept for 7 days
•• Optional email notification of deliveriesOptional email notification of deliveries
•• FreeFree



MyDelivery StatusMyDelivery Status
•• Design and Development: all project goals Design and Development: all project goals 

have been methave been met
•• Alpha Testing:  300+ issues discovered and Alpha Testing:  300+ issues discovered and 

fixedfixed
•• Beta TestingBeta Testing

1.1. Underway!Underway!
2.2. Research tool usefulnessResearch tool usefulness



Beta TestBeta Test
•• Identify groups for the test: Physicians, Identify groups for the test: Physicians, 

Clinics, Hospitals, Insurance Companies, Clinics, Hospitals, Insurance Companies, 
Biomedical and life science researchers,  Biomedical and life science researchers,  
Library, Government, UniversityLibrary, Government, University

•• Objective measurements:  Delivery speed; Objective measurements:  Delivery speed; 
Reliability; File size; File quantityReliability; File size; File quantity

•• Subjective measurements:  Ease of use; Ability Subjective measurements:  Ease of use; Ability 
to learn; User interface feature set; to learn; User interface feature set; 
Adaptability to user workflowAdaptability to user workflow



Next Step: MyDelivery APINext Step: MyDelivery API
•• Permit outside developers to use Permit outside developers to use 

MyDelivery as a building block technologyMyDelivery as a building block technology
•• MyDelivery provides the transportMyDelivery provides the transport

–– Secure, HIPAASecure, HIPAA--compliantcompliant
–– Reliable, Start/Stop operationReliable, Start/Stop operation
–– Large file exchangeLarge file exchange

•• The API enables external software or The API enables external software or 
devices to plug in and use the transportdevices to plug in and use the transport
–– Initial API will be send only, command line Initial API will be send only, command line 

interfaceinterface
–– A MyDelivery client will be the recipientA MyDelivery client will be the recipient



Enhanced Client ArchitectureEnhanced Client Architecture

ComMgr+ComMgr+

Internet

MyDelivery
User Interface

MyDelivery
User Interface

UsageUsage Process 3Process 3

Process 1Process 1

Process 2Process 2

MyDelivery Transport



Applications for the APIApplications for the API
•• Networked Electronic Health RecordsNetworked Electronic Health Records
•• Portable, wireless diagnostic medical Portable, wireless diagnostic medical 

devicesdevices
•• Remote sensorsRemote sensors



Why EHRs?Why EHRs?
•• Benefits:Benefits:

•• Reduce the cost of medical careReduce the cost of medical care
•• Improve medical careImprove medical care
•• Track diseasesTrack diseases

•• President Bush: National goal by 2014President Bush: National goal by 2014
•• ARRA: $19B to make it happenARRA: $19B to make it happen
•• Problem: Only 9% of hospitals use EHRs; Problem: Only 9% of hospitals use EHRs; 

17% of physicians use EHRs17% of physicians use EHRs



MyDelivery APIMyDelivery API

MyDelivery Transport

•• Networked Electronic Health RecordsNetworked Electronic Health Records

EHR 
System

MyDelivery Client



MyDelivery APIMyDelivery API
•• Portable, wireless diagnostic medical devicesPortable, wireless diagnostic medical devices
•• Application: Rural health care, telemedicineApplication: Rural health care, telemedicine
•• Use wireless MyDelivery for remote diagnosisUse wireless MyDelivery for remote diagnosis

Wireless MyDelivery 
Transport

MyDelivery Client



MyDelivery APIMyDelivery API
•• Remote sensorRemote sensor
•• Application: Remote patient monitoringApplication: Remote patient monitoring

Wireless MyDelivery 
Transport

MyDelivery Client



SummarySummary
•• A prototype collaborative toolA prototype collaborative tool
•• Future MyDelivery API provides Future MyDelivery API provides 

potential for wider variety of new usespotential for wider variety of new uses
•• Beta testing is underwayBeta testing is underway
•• http://mydelivery.nlm.nih.govhttp://mydelivery.nlm.nih.gov
•• Contact: walker@nlm.nih.govContact: walker@nlm.nih.gov


