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Safeguarding Private Visual Information

Blind people face a trade-off between preserving their privacy vs. accessing information about their surroundings and visual media.

Visual Assistance- Interpretation and Description Private Visual Content

People who are blind or have low vision use visual assistance technologies (VATSs) to
access information about their surroundings and images/videos.

Our prior work has identified that blind people capture blind content
in their images, the types of content that blind people consider to be
private, and their visual privacy concerns.

Private Visual Content are text, objects, identity, and location data
captured within images, videos, and live-feed that people consider
to be personal, sensitive, and proprietary.
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1. VATs take images and videos as input
2. Use humans or artificial intelligence to identify and interpret the objects, people, text
3. Provide auditory descriptions of that content
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The aim of this work is to design visual assistance technologies that use computer vision algorithms to preserve blind people’s

visual privacy. We address the value-based trade-offs blind people encounter in this context using three user-centric approaches.
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» Blind people’s values and expectations for visual privacy center on transparency of communication of the handling of their
E’ visual data when using VATs. Yet, they do not commonly know about what happens to their visual media when they use
@ camera-based technologies. This leads to high levels of concern, and a mismatch between their expectations.
= All the while, control and ownership of their visual data is of utmost importance, yet users of visual assistance
2 technologies experience limited choice over how their visual, private personal data is handled.
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