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= Combination of LUTs with almost non-
blocking Banyan network with (N/2) log, N
switching blocks for SAT resiliency.

* Design and fab are not handled by same
entity anymore!
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= Major U.S. Tech are Fabless: AMD, Nvidia,
Qualcomm, Broadcom, etc.
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= Emerging hardware security attacks
» Globalized fabrication and supply chain
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Bloomberg Hackers Are Targeting U.S.
Businessweek Banks, And Hardware May
Give Them An Open Door

Key Contributions: o T

ISCAS89 C7552 Mapping Selected Gated to 8x8 RIL-block

The Big Hack

v’ Defense-in-Depth for Hardware Security

v Symmetrical MRAM-LUT (Sy|\/|-|_UT); ] g1 nsertion Policy: Can be inserted randomly

» Utilize emerging post-CMOS devices Design Comp!exity: as low as 3 RIL-blocks

bbb | ‘ | = Low power variation mitigates P-SCAs ;ardware e Charrel _UT Complexity: LUT-2 for small overhead
o renes il " Scan Obfuscation Mechanism (SOM) a1

= Reliable in presence of Process Variation
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The Bloomberg Businessweek. 2018. The Big Forbes. 2021. Hackers Are Targeting U.S. Banks,
Hack. Technical Report retrieved from:  And Hardware May Give Them An Open Door.
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_ _ ' _ _ How to design a
= Combination of LUTs and logarithmic network = pefense-in-Deptn

= High output corruptibility for SAT-resiliency Secure
y . ardware, |, Internet of
« Atunneling oxide layer sandwiched = SAT-resiliency with few 8x8x8 RIL-blocks e @ Things (loT) = State-of-the-art SAT-Attacks with CaDiCal?

» Benchmarks: ISCAS-892 and DoD’s
Common Evaluation Platform (CEP)3

between two ferromagnetic layers = Low overhead using 2-input SyM-LUTs o

= Magnetization of free layer can be modified v Thwarts bypass and removal attacks
using a current or voltage
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Comparison of ML-assisted P-SCAs on SyM-LUT with SOM

Benchmark Benchmark Number of RIL-Block AppSAT

v Dynamic morphing capability
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Sample Number

S — PP » Dataset: 640,000 power traces for 16 labels
amplie read current traces 1or the proposed 4-Input syivi- .

» Evaluation metric: Accuracy and F1-score
» Feature scaling and outlier filtering: z-

SAT-based
Attack

Logic Locking via RIL-
kBIocks using SyM-LUT

e R Comparison of Security Coverage with state-of-the-art attacks .
transfer-torque-mram-products _ scores for data pre_proceSS|ng
Attacks SFLL ~ GSHE/MESO InterLock  CAS-Lock LUT p 4
2, omparison of ML-assisted P- s on - wi
[1] [;_] [4] [5] 6] Comp f ML ted P-SCA SyM-LUT with SOM
SAT-attack 4 v 4 v v .
Source-Line (SL) - AppSAT v v v v v v Algorithm Accuracy  F1-Score
o Power side channel attack - - - - - v Random Forest 31.6% 0.322
¥4 g Removal attack v - v v v v Logistic Regression 30.93% 0.310
Non-Volatile . gﬁaf{lSAE q ) - - - - ‘f// :r/’ SVM 26.36% 0.284
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. . y p ' feamres. . [1] [23] [4] [5] [6] PIDPDSEd 1. Armin Biere. SAT Competition-2018
Area Eﬂ:lClent Eyn?_mlq mﬂfphlﬂg x "/ x x x ‘/ 2. Available at: https://pld.ttu.ee/~maksim/benchmarks/
i Ty e~ 1cation - Limited - - - - 3. CEP is a system on a chip design that is representative of typical microelectronics used by the body of
Fast read Operatlon zoﬁz/og/\gév/sa;fg:g?;;/ PP the Department of Defense (DoD) and includes instrumentation and government-specific benchmarks.
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