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Architecture as usually practiced 

ARCHITECTURE 
OR BUY A VENDOR’S 
PACKAGE 

(Apologies to Mr Adams and my fellow architects) 

There is never enough time (or money) to do it right the first time 
There is always enough time and money to fix it over and over again 

-Anonymous 
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SIMPLE BUILDING ARCHITECTURE EXAMPLE 

Vision 
 
Comfort 
 

 

 

 

 

Green 
 

 

Budget 

Require- 
ments 
Water 

Heat/Air 

Light 

Outside 

environ 

Sanitary 

 

Energy Eff 

Material Reuse 

 

Op Costs 

Initial Cost 

Timeframe 

Business 
Services 
Hot Water 

Source 

Treatment 

 

 

 

Rebates 

 

 

Rate 

Incentive 

 

Application 
Services 
Solar 

Gas 

Electric 

 

Technical 
Services 
Panels 

Batteries 

Inverter 

&c 

Process/ 
Service 

Input Output 

Joints or interfaces 

Magic in this case is 

the ability to infer the 

options 



4 

SMART GRID DOMAINS 
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“SPAGHETTI” DRAWING 
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• Architecture needs to map to 

– Goals / Objectives 

– Requirements 

– Services 

TO ENSURE TRACEABILITY 
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MULTI-LAYERING OF SECURITY 
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SECURITY TOOLS – MORE THAN JUST A FIREWALL 
Authentication and Authorization 
Technologies 
•Role-Based Authorization Tools 
•Password Authentication 
•Challenge/Response Authentication   
•Physical/Token Authentication  
•Smart Card Authentication  
•Biometric Authentication  
•Location-Based Authentication 
•Password Distribution and 
Management Technologies 
•Device-to-Device Authentication  

Filtering/Blocking/Access 
Control Technologies  
•Network Firewalls   
•Host-based Firewalls  
•Virtual Networks  Encryption Technologies 

and Data Validation  
•Symmetric (Secret) Key 
Encryption   
•Public Key Encryption 
and Key Distribution  
•Virtual Private Networks 
(VPNs)   

Management, Audit, Measurement, Monitoring, and 
Detection Tools  
•Log Auditing Utilities  
•Virus and Malicious Code Detection Systems  
•Intrusion Detection Systems  
•Vulnerability Scanners  
•Forensics and Analysis Tools (FAT)  
•Host Configuration Management Tools  
•Automated Software Management Tools  

Industrial Automation and Control 
Systems Computer Software   
•Server and Workstation 
Operating Systems  
•Real-time and Embedded 
Operating Systems  
•Web Technologies  

Physical Security Controls  
•Physical Protection  
•Personnel Security  
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CYBER SECURITY REQUIREMENTS – HIGH LEVEL 

Functional Requirements 

• Auditing  

• Cryptographic Support  

• User Data Protection  

• Event Monitoring  

• Identification & Authentication  

• Functional Management 

• Security Event Monitoring  

• Physical Protection 

• System Configuration  

• Resource Utilization 

• Trusted Path/Channels 

Assurance Requirements 

• Configuration Management  
• Delivery & Operation 
• Guidance Documents 
• Life Cycle Support 
• Security Awareness 
• Operation & Maintenance 
• System Architecture 
• Testing 
• Vulnerability Assessment 
• Assurance Maintenance 
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SECURITY MULTI-TIERED ARCHITECTURE 
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Reference source:  Enterprise Security Architecture: A 
Business-Driven Approach, John Sherwood, Andrew 
Clark, David Lynas, 2005 
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PREVENTION SERVICES 
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Security Architecture 
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Security Architecture 

Tier
Security Services
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Security Architecture 
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Evidence Collection 
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• SABSA provides a holistic approach to cyber/information security 
and is baselined against the 'ISO 7498-2:1989, Information 
processing systems – Open Systems Interconnection – Basic 
Reference Model – Part 2: Security Architecture' standard 

• Five layer framework that answers the why, how, who, where and 
when for security architecture 

• Five layers are Contextual Architecture, Conceptual Architecture, 
Logical Architecture, Physical Architecture and Component 
Architecture 

• A sixth layer is added for Service Management Architecture and is 
synonymous with Operational Security Architecture 

• Compatible and complementary to other architecture 
frameworks, including Zachman, TOGAF, DODAF, etc. 

SABSA OVERVIEW 
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SABSA FRAMEWORK – FULLY QUALIFIED 
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• Availability is the most important security objective for power system reliability. The time 
latency associated with availability can vary— 

– ≤ 4 ms for protective relaying 

– Subseconds for transmission wide-area situational awareness monitoring 

– Seconds for substation and feeder SCADA data 

– Minutes for monitoring noncritical equipment and some market pricing information 

– Hours for meter reading and longer-term market pricing information; and 

– Days/weeks/months for collecting long-term data such as power quality 
information. 

• Integrity for power system operations includes assurance that— 

– Data has not been modified without authorization 

– Source of data is authenticated 

– Time stamp associated with the data is known and authenticated; and 

– Quality of data is known and authenticated. 

• Confidentiality is the least critical for power system reliability. However, confidentiality is 
becoming more important, particularly with the increasing availability of customer 
information online— 

– Privacy of customer information 

– Electric market information; and 

– General corporate information, such as payroll, internal strategic  

planning, etc 

BASIC CYBERSECURITY OBJECTIVES  
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• Attribute classes: 

– User attributes 

– Management attributes 

– Operational attributes 

– Risk management attributes 

– Legal and regulatory attributes 

– Technical strategy attributes 

– Business strategy attributes 

CREATED AN INITIAL BUSINESS ATTRIBUTE LIST 

TTS Workshop 07/18/2011-07/20/2011 
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• Using a standard attack multi-tier security services and 
review common security service services 

• Review generic message list and apply security services 

• http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CsCTGArchi/Security_Services-And-
MessageList-v0p1.xls 

 

DEFENSE STRATEGY OF SECURITY SERVICES 
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• We cannot go all the way to specific technology and 
implementations because 

– Do not know organizational objectives 

– Do not know specific organizational requirements 

– Do not know organizational size or scope 

• Order – Eat – Pay or Order – Pay – Eat example 

CANNOT GO ALL THE WAY TO SPECIFIC 
IMPLEMENTATIONS 


