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Opening Statement

¸What is a system (or ecosystem)?

ïA system is a collection of interacting and possibly (but not 

necessarily) dependent parts that collectively form ña 

wholeò.

ïSystems are often characterized by their boundaries.

¸Claim:

ïAn examinationof the world we live in reveals we are

interactingin manynewandvariedways.

ïBut this is tearing down a variety of boundaries,which is

exposingusto seriousrisks.
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http://www.mpimf-heidelberg.mpg.de/bildobjekte/itGruppe/server/computeServer/01/Web_Zoom.jpg
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Hacking and Protecting the Wireless Ecosystem: 
Purpose of this Talk

¸ Over-arching objective: A call to action, wireless signalsare everywhere, letôs think 

about how we can use them for good and for evilé

¸ How we aim to do this:

ïHigh-level look at potential security/privacy services or attacks

ï Attack: Examine how easily the wireless ecosystem can be subvertedé

ïTry to arrive at a ñsystem security perspectiveò

Professional, pragmatic and researcher views

ï Defend:Examine specific flavors of signal security services to protect the 

wireless ecosystem

¸ Secondary objective:Have fun! Get your hands dirtyé leave your MATLAB at the 

door! 

¸ Tertiary objective: Conclude with problems to look at, hurdles to overcome, etcé



Attacksé Really, we donôt learn 
anything, do we?

(aka, wireless everywhere, choose 
one to hack)

Subverting Wireless Automotive Sensors
Subverting Wireless Power Meters
Subverting Your Medical Privacy

This work appeared in various places

Thanks to our collaborators who suffered to bring 

these stories to youé
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Case Study: Spoofing validation

¸ Tested on two equipments:

ï ATEQ VT55 validates packet structure.

ï A car using TPS-A validates ECUôs logic.

40 packets per minute

¸ Observations

ï No authentication; 

ï No input validation and weak filtering

ï Warning lights only depend on the alarm flag, not the real pressure

ï Large range: 38 meters with a cheap antenna without any amplifier

ï Inter-Vehicle Spoofing is feasible;  travel speed 55 km/h and 110 km/h

ÅTPMS-LPW Light ÅVehicle's warning light
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Case Study 2: Smart Meter Privacy and Security

¸ Analyzed existing smart 

meters with USRP 

software radio

¸ Meters broadcast every 30s

¸ Able to spoof readings and 
eavesdrop on hundreds of meters
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Case Study: The IoMT goes beyond the sensors themselves! To 
close the loop one must reach the doctorsé and this is a potential 
weakpoint.

¸ What about the paging 

system?

¸ Many existing medical 

paging systems use the 

FLEX paging protocol

ïPaging protocol developed by 

Motorola used by many pagers

ïMain alternative to POCSAG

ïOperates in many common 

bands, such as the 929MHz 

and 931MHz paging bands

¸ Paging messages are ñin the 

clearò

¸ We present the results of a quick 

ñdata collectò to show how bad 

this problem is and can be.

¸ Key take-away:

ïThis was EASY!!!
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The data collecté 

¸ We used:

ïCOTS software defined radios

ïUSRP X310 w/UBX RF 

daughterboard

ïLaptop (GNU Radio) 

w/usrp_flexpython script

¸ Focused on 929 MHz band

ïTransportation services

ïMedical communication

¸ USRP X310

¸ Lots and lots of pagingé

¸ Wonder what the talking is 

about?
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What we observed: data is in the clear. Much of this 
data can be valuable to malicious parties.

¸ Full patient/physician names

¸ DOBs/potential SSNs

¸ Medical conditions/diagnoses

¸ Phone numbers/Room Numbers

¸ Snapshots of results have names, 

dates changed, and XXX to 

preserve patient privacy

CHARLENE XXX VIEW 

HOSPITAL X̀XX -XXX -8112 * 

`XXX DEREK `JONATHAN 

`OUTPATIENT`BRAIN `ONLY 

RECIEVED PARTIAL ORDERS 

FOR THERAPY. NEEDS THE 

ORDERS. `

Subj:RETU.Msg:XXX , RINALDO, chf chest 

pain trop neg. EKG unchanged 231556.  

(ForwardMsg:187XXX 697). Forwarded From: 

XXX @intellimsg.net

XXX , DAVID 

(AA01126XXX ) 

checked in into ICU / 

215. DOB: 

XXX /23/XXX . 

Complaints: ATRIAL 

FIBRILLATION.

ASSGN RTM: XXX , JANE 48 Visit #: XXX F 

Isolation:None DestRoom-Bed: 10A 9B14 B 

DestBed Status: Clean Origin Unit: RH ED 

Admitting: XXX , PATEL MD Diagnosis: 

CHEST PAIN, OTHER

Assign: Bed: 218W Available | M/S 6A Patient: 

SHERYL XXX , [Female] [DOB:XXX /12/XXX ] 

PAIN, UNSPECIFIED| Phys: XXX , FRED

Start ER ADULT to DestDIALYSIS via Bed 

Patient Name XXX , Wilma DOB XXX /8/ XXX

Routine XXX - XXX -03
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Jamming is Easy: Jammer Attack Models

¸ Constant jammer:
ï Continuously emits a radio signal

¸ Deceptive jammer:
ï Constantly injects regular packets to the channel without any gap between consecutive 

packet transmissions

ï A normal communicator will be deceived into the receive state

Å&F*(SDJFFD(*MC*(^%&^*&(%*)(*)_*^&*FSéé.

ÅPayload Åé

ÅPreamble ÅCRC

ÅPayloadÅPayload ÅPayload ÅPayload
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Jammer Attack Models

¸ Random jammer:
ï Alternates between sleeping and jamming

Sleeping period: turn off the radio
Jamming period: either a constant jammer or deceptive jammer

¸ Reactive jammer:
ï Stays quiet when the channel is idle, starts transmitting a radio signal as 

soon as it senses activity on the channel.

ï Targets the reception of a message

Åé

ÅUnderling 
normal traffic

Å&F*(SDJ

ÅPayload

Å̂%^*&

ÅPayload

ÅCD*(&FG

ÅPayload

Å&F*(SDJF Å̂F&*D( ÅD*KC*I^ Åé
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Experimental Results

¸ Involved three parties:

ïNormal nodes: 

Sender A

Receiver B 

ï Jammer X

¸ Parameters 

ï Four jammer models

ï Distance

Let dXB = dXA

Fix dAB at 30 inches

ï Power

PA = PB = PX = -4dBm

ïMAC

Fix MAC threshold

Adaptive MAC threshold 
(BMAC)

Deceptive Jammer

d xa (inch) PSR(%) PDR(%)

38.6 0.00 0.00

54.0 0.00 0.00

72.0 0.00 0.00

Reactive Jammer

d xa (inch) PSR(%) PDR(%)

m =

7bytes

38.6 99.00 0.00

54.0 100.0 99.24

m =

33bytes

38.6 99.00 0.00

54.0 99.25 98.00



Back to the Systems Perspectiveé
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Lead with a Systems Question

¸ What to do in a situation where wireless signals are everywhere and exploits are 

imminently possible? 

¸ Answer: Break the problem into two partsé

¸ Disclaimer: The rest of this talk is 10% Professional, 10% Pragmatic, and 80% 

ñResearchyò

The Professional Answer

Conduct a security audit

Identify stakeholders

ï Label adversaries

Identification of potential security threats 

and risks

ï Methods of intrusions

ï Risks from a successful attack

Identification of potential services that 

could address threats and mitigate risks

The Research Answer

Analyze information flows

Find something that someone hasnôt done 

before, and look for ñpointò solutions

ï If I develop a new XYZ then ABC 

will be protected

ïWrite paper and universe will be 

safe because people will read my 

worké

Unforutunatelypoint solutions donôt add 

together wellé 
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Professional Viewpoint: It is a daunting 
challenge, but start simpleé

¸ In the past, every organization was a silo, but now many systems and data 

flows operate concurrently

ïOrganizations are being pushed to deploy the latest technology

¸ IT staff must also bridge the gap between ñthe way things wereò and 

ñadvancing the organization with the latest and greatest.ò 

¸ Credos to consider:

1. Security challenge increases with the scale of the organization and the 

number of different technologies used;

2. Security/privacy is governed the security of the weakest technology; 

3. Organizations typically carry many legacy technologies;

4. Technology is providing new tools to hackers.

¸ Recommendation: An inventory of technologies that are being used by 

their employeesð in particular, both the latest as well as legacy 

technologies. These should all have a quick sanity test done to see whether 

they have any form of security being used to protect them. 
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Pragmatic question: Do you know all of your wireless 
signals?  And what data they are carrying?

¸ Consider the hospital

ïWireless is embedded in everything, 

signals are everywhere

ï Medical sensors can be manipulated 

remotely through side-channels (EMI for 

manipulating cardiac monitors)

Attack the measurement physics to 
remotely forged heartbeat signals

ïDoctors/nurses accessing data 

¸ Take Away: 

ïWireless is now prolific, often we arenôt 

even aware of how it is used

ï These systems/ecosystems have many 

parts, with data flowing everywhere

ï Wireless is just too convenient not to 

use!
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Pragmatic viewpoint: Do not be afraid to start 
somewhere! 

¸ There are many frameworks out there 

for conducting a security analysisé 

ïIt really doesnôt matter

ïStart somewhere

ïMake it fun, make it a team effort

¸ Engineers/IT staff should ask:

ïWhat could go wrong?

¸ Very important to stop 90% of the 

potential security risks ñASAPò

ïThese threats and risks are not hard 

to stop (ñSPIRAL-1ò)

ïWorry about sophisticated attacks 

second (ñSPIRAL-2ò)

ïPatch, fix, refine (ñSPIRAL-3ò) 

Thanks to Google Images for the stock image
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ñSignal Securityò has the same over-arching 
responsibilities as cybersecurity

¸ Our responsibility as security professionals/researchers is to 

deploy/develop solutions that

ïPrevent: 

Apply confidentiality and integrity across all layers ï
including the physical layer. 

What is the security behind stealth?

ïDetect

Apply intrusion detection principles to detect anomalous 
events

Is this signal from within my building?

Did position estimates suddenly jump around?

ïAudit/Report: 

Inform the public when something unexpected happens with 
production equipment

Post-process signal data to infer what happened!!!

Prevent

ReportDetect



Signal Security:

Prevent

Prevent
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Physical Layer Security: Pie in the Sky

¸ Although conventional cryptographic and network security techniques are 
essential to securing wireless networks, they are not a complete solution

¸ There is a belief that lower-layer information associated with the wireless 
channel can be used to enhance wireless security

ï The typical wireless multipath transmit-receive channel is frequency-selective(or 
in the time domain, dispersive) in a way that is location-specific with rapid 
decorrelationproperties

ï The channel response between a transmitter and a receiver can be a unique, shared, 
non-predictable source of secretinformation

¸ This secret information might be a ñfingerprint in the etherò to develop cross-
layer Authentication Servicesand Confidentiality Services

¸ The wireless channel and its variability might be exploited to allow entities to 
communicate secretly in the presence of eavesdroppers
ïCapability further supported by the idea of other entities being able to help by 

injecting noise
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Alice, Bob and Eve get Physical !!!

¸ All security problems need actors:
ïAlice (A): The transmitter

ïBob (B): The receiver

ïEve (E): The evil adversary

¸ Their roles depend on the type of security objective we have

http://www.alice-in-wonderland.net/alicepic/disney-movie/queen-of-hearts-7.jpg
http://www.alice-in-wonderland.net/alicepic/disney-movie/alice-13.jpg
http://www.alice-in-wonderland.net/alicepic/disney-movie/cheshire-cat-4.jpg
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Authentication: A Cartoon Version

¸ Authentication in the PHY-sense is about verifying a transmission came from 
a particular transmitterïuseful for spoofing detection!!!

¸ Wireless devices can authenticate themselves based upon
ïAbility to produce an appropriate received signal/channel estimate at the 

recipient

ïLocation information can be extracted to authenticate a transmitter 
relative to its previous location

Alice

Bob

Eve

Probe Pulse

u(t)

Bandwidth W of Probe Pulse

is critical! 

1/W must be small compared 

to channel temporal width

1. Estimates channel

hAB (t,t)

2. Compares against

hAB (t-1,t)

3. Accepts transmission 

if match

Spoof Alice:

Probe Pulse

u(t)

1. Estimates channel

hEB (t,t)

2. Verification fails!!! 

3. Does not accept Eve 

as Alice!
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¸ Sample frequency response at M frequencies, two complex frequency response 
vectors   

¸ Simple Hypothesis:     

H0:

H1:

2

2
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min || ||j

A tZ H H eq
q s

= -
) )

PHY-Authentication: Spoofing Detection Via 
Significance Testing
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More time variation

Time variation is negligible
Time variation helps
Time variation is so big that it hurts 
Thermal noise is negligible
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PHY-Authentication, a Variation: Sybil Detection

¸ The Sybil Attack: A node claims multiple identities

¸ The channel response serves as a fingerprint to detect multiple claimed identities

¸ Clever Adversary: Adapt power across subcarriers for each identity (but donôt change 
ñshapeò or else decoding failure!)

¸ Issues to consider: System bandwidth,  Number of APs and their synchronization 

Sybil node

Ns clients

Client Ns+1

Client N

Client Ns+2
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Rather than use the channel, we may use channel 
estimation (piloting) for message authentication 
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By embedding an authenticator in the CSI estimation 
phase, the communication is validated rapidly
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There are several strategies for embedding 
authenticator messages into pilot symbols

Relative
Frequency
Codebook

Binary
Frequency
Codebook

Joint 
Frequency-Power

Codebook
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Prior experimental validation using current SDRs illustrates 
feasibility of CSI authentication in rejecting false communications

RFC Experiment

FPC ExperimentBFC Experiment

Experimental Setup


