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The	
  ‘SDN	
  opera4onal	
  gap’	
  

+R&E	
  
+	
  Universi4es	
  
+	
  Academia	
  	
  	
  
+	
  Vendors	
  

+__________________?	
  

Iden#fy	
  gaps	
  and	
  propose	
  approaches	
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•  SDN	
  need	
  to	
  interoperate	
  w/other	
  
networks,	
  at	
  least	
  at	
  IP	
  layer	
  
–  Deploy	
  mul#ple	
  SDX’s	
  and	
  interoperate	
  

them	
  
–  Vandervecken	
  (NZ),	
  Amlight,	
  iCAIR,	
  etc.	
  

•  Mul#-­‐domain	
  SDN	
  is	
  key	
  
–  We	
  are	
  off	
  the	
  star#ng	
  line,	
  experiments	
  I2/

ESnet/others	
  

•  SDN	
  white	
  boxes	
  do	
  not	
  work	
  for	
  
opera#onal	
  networks	
  
–  Progress	
  in	
  hardware	
  e.g.	
  Corsa,	
  Noviflow,	
  

P4	
  

•  Open	
  R&E	
  App	
  Store	
  
–  Requires	
  standard	
  NBI,	
  intents	
  

•  What	
  is	
  the	
  ‘ping’,	
  ‘traceroute’	
  
equivalent?	
  
–  SDNTrace	
  ac#vity	
  

•  NBI	
  for	
  Network	
  Management	
  
–  Not	
  even	
  started	
  

•  Best	
  Prac#ces,	
  network	
  bootstrapping	
  
•  Applica#on	
  profiles	
  (TTPs)	
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The! security'related! research! topics! include! requirements,! trust! models,! and! attack!
scenarios.! In! addition,! more! practical! concerns! of! resilient! design,! authentication,!
authorization,! asynchronous!operation,!maintenance,! and! software!engineering! are! in!
need! of! research! and! development.! ! This! is! true! of! both! single'domain! and! multi'
domain!SDNs.!
 
In! addition,! adoption! of! SDN! is! expected! to! open! up! possibilities! to! exploit! the! new!
abstractions!and!programmability!in!security!policies!and!security!applications.!Areas!of!
development! include! secure!updates! for!applications,! flexible! intrusion!detection,! and!
flexible!reaction!and!provisioning.!
 

Key+Recommendations+

The! SDN!workshop! participants! discussed! solutions! to! the! gaps! and! opportunities! for!
impact!and!shortlisted!a!few!actionable!recommendations!to!accomplish!the!goals.!At!a!
high!level,!key!representative!recommendations!include:!!

!
1. The+ United+ States+ Government+ (USG)+ agencies+ should+ sponsor+ efforts+ to+

research,+ design,+ deploy,+ and+ operate+ prototype+ multi/domain+ software'
defined!networks+as+soon+as+possible,!where!SDN!is!understood!as!enabling!the!
entire!distributed!infrastructure!needed!for!next'generation!commercial!and/or!
scientific!applications.!The!focus!of!these!efforts!would!not!only!be!the!enabling!
of! new! end'to'end! applications,! but! also! the! development! of! necessary!
operational!tools!needed!to!manage!and!operate!software'defined!networks!in!
production.!
!
The! SDN! ecosystem! (SDN'based! Internet! or! S'Net)!will! need! close! ties! to! the!
commercial! sector,!and!active!participation! from!researchers,!applications!and!
instrument!engineers,!and!network!and!software!engineers!so!the!participants!
would! learn!quickly! from!that!experience!and!have!the!ability!to! innovate!and!
implement!the!operational!insights. 

2. An+initial+focus+is+needed+on+operational+SDN+deployments+including+Software/
Defined+ Exchanges+ (SDXs)+ to! enable! interoperability! and! use! of! these! new!
approaches! with! the! current! Internet! infrastructure.! Initially,! these! efforts!
should! be! focused! on! defining! the! architectures/implementations! that! will!
support!operational!multi'domain!SDNs;!experimenting!with!these!designs!and!
iterating!as!necessary;!encouraging!the!development!and!deployment!of!next'
generation! instruments! and! applications!made! possible! by! this! infrastructure;!
growing! the! community! of! multi'SDN! aware! engineers,! researchers,! and!
students;!and!preparing!for!transition!to!an!operational!phase. 

3. Since!cyber/security+is+of+the+highest+importance+for+deployed,+multi/domain,+
multi/layer+ software/defined+ networks,! a! vigorous! and! sustained! research!
program!should! investigate!the!security! implications.!This!research!will!benefit!



Organiza4onal	
  challenge	
  to	
  deal	
  with	
  SDN	
  

Network	
  
(control	
  and	
  data	
  plane)	
  Layer	
  0-­‐7	
  

Management,	
  Tools,	
  Measurement	
  Layer	
  8-­‐9	
  

People	
  
(network	
  engineers,	
  sysadmins,	
  operators)	
  

Layer	
  10	
  

Network	
  
(API	
  +	
  data	
  plane)	
  

Network	
  Opera#ng	
  System	
  (control)	
  
+	
  

New	
  tools,	
  service	
  plane	
  and	
  management	
  

People	
  
(network	
  engineers**,	
  sysadmins,	
  operators**)	
  

+	
  
(solware	
  engineers/devops)	
  

**	
  need	
  to	
  develop	
  new	
  skills	
  



July	
  2015	
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Day	
  1:	
  State	
  of	
  the	
  SDN	
  Union	
  for	
  R&E	
  

•  Listen	
  
–  3	
  years	
  of	
  CC-­‐*IE	
  funding	
  
–  R&E	
  commitment	
  to	
  next-­‐genera#on	
  networks	
  
–  Strong	
  engagement	
  with	
  network-­‐aware	
  applica#ons	
  

•  Speak	
  
–  Understand	
  the	
  gaps	
  
–  Group	
  them,	
  find	
  themes	
  
–  Priori#ze	
  them	
  
–  Prepare	
  your	
  wishlists	
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Day	
  2:	
  State	
  of	
  Open	
  Source,	
  Products	
  and	
  
Roadmap	
  exercise	
  

•  Great	
  speakers	
  and	
  projects	
  represented	
  from	
  Open	
  Source,	
  ini#a#ves,	
  
vendor,	
  standards	
  projects	
  

•  They	
  may	
  iden#fy	
  more	
  gaps,	
  and/or	
  provide	
  solu#ons,	
  or	
  different	
  
approaches	
  

•  Goals	
  for	
  second	
  day	
  
–  Iden#fy	
  principles	
  of	
  united	
  voice	
  from	
  R&E	
  to	
  the	
  larger	
  community	
  
–  Create	
  a	
  roadmap	
  to	
  address	
  the	
  gaps	
  
•  Ar#culate	
  a	
  tools	
  development	
  plan	
  
•  Open-­‐source	
  contribu#ons	
  

–  Create	
  a	
  community	
  ac#on	
  plan	
  for	
  SDN	
  deployments	
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Day	
  3:	
  	
  
Security	
  

•  Discussion	
  by	
  NSF	
  and	
  other	
  agencies	
  
•  SciPass	
  –	
  and	
  maybe	
  other	
  similar	
  projects	
  in	
  the	
  community	
  

•  Open	
  community	
  discussion	
  –	
  what	
  do	
  we	
  need	
  to	
  tackle?	
  What	
  
opportuni#es	
  that	
  SDN	
  provides	
  is	
  not	
  becoming	
  a	
  product?	
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Day	
  3:	
  Report	
  Wri4ng	
  

•  Volunteers	
  gather	
  at	
  1	
  pm	
  on	
  Thursday,	
  aler	
  the	
  workshop	
  

•  Structure	
  and	
  make	
  wri#ng	
  assignments	
  for	
  the	
  report	
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