Updates on Internet Identity
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Topics

« Consumer marketplace update

« The big consumer players — OIX - and the other big consumer
players — Facebook, Twitter

* National Strategy for Trusted Identities in Cyberspace
» Federated identity update
* InCommon and international federations
: * Non web apps — OAuth and Moonshot and ECP
~ + Social2SAML and other bridges
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Internet Identity in the last few years...

* Internet identity has become pervasive, in two flavors

A rapidly growing, but still maturing federated identity
infrastructure, particularly in the R&E sector globally.

» A set of theoretically interoperable social identity providers
serving large masses of social and low-risk applications

» Federated uses vary by country and sector
In some countries, 100% of citizens, using for government,
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Social Identity

 Large scale phenomenon beginning around 2007

« A number of major players currently sharing a set of non-
interoperable deployments of weak protocols

« Convergence beginning around a new, common variant
(Openld-Connect) that uses many of the federated
strategles but adoption is unproven.

nteqr oniof federated and soual approaches emergln
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NSTIC

« National Secure Transactions in Cyberspace — major
White House Initiative on citizen-gov security/privacy

« Serving the government and anchoring a commercial
marketplace

e WWW.NIist/gov/nstic

* Three workshops in progress— on governance, privacy and
- technology
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http://www.nist/gov/nstic
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Federated identity Is still a work in progress

o Still immature
 Not all institutions are in a federation
 Not all institutions populate all base-level attributes
« User-managed attribute release beginning
~» Still gaps being worked
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SAML federations worldwide - scope

INTERNET.

NATIONAL IDENTITY MANAGEMENT FEDERATIONS

Egypt

Malaysia Current National Federations
New Zealand
Poland
Portugal
Taiwan

Australia (AAF) Finland (HAKA) Norway (FEIDE)

Austria (ACONet-AAl) France (CRU) Oman (Oman KID)

Brazil (Cafe) Germany (DFN-AAI) Spain (CBIC, SAUWoK, SIR)
Canada (CAF) Greece (GRNET) Sweden (FederationSwamid)
China (CARSI) Hungary (NIIF) Switzerland (SWITCHaai)

Croatia (AAI@EduHr) leeland (WAYF) The Netherlands (SURF Federatie)
Czech Republic (edulD.cz)  Italy (IDEM) United Kingdom (UK Access Fed.)
Denmark (WAYF) Japan (4238 [ Gakunin)  United States (InCommon)




InCommon today ncofffon.

250+universities, 450+total participants, growth still rapid
> 10 M users
Traditional uses continue to grow:

» QOutsourced services, government applications, access to
software, access to licensed content, etc.

New uses bloom:

» Access to wikis, shared services, cloud services, calendaring,
ommand line apps, UHC, Mayo, etc.
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Important New Services

* Research.gov
* Includes NSF Fastlane
 Electronic grants administration from NIH
 Cllogon (cilogon.org)
~+ Mayo Clinic, UHC, National Student Clearinghouse
= —ducause
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Our Services

Welcome to Research.gov! We have a new look and feel and exciting
new and enhanced services. Select a service from the list below to find
out more.

—

Research Spending & Results

Find Recovery Act Awards made by NSF. Also find
information about how NSF and NASA grant award
dollars are being spent, what research is being
performed, and how the outcomes of the research
benefit society.

Science, Engineering, and Education Innovation (SEE

BRECOVERY.
Learn More About the
American Recovery
and Reinvestment Act
of 2009.

Learn More

September 14 - 16,
2011

FDP Meeting
C

Innovation

Provides the public, scientific community, and policy
makers with quick, dynamic access to information about
NSF investments at the forefront of science,
engineering, and education.

Policy Library

‘n’ An electronic library that consolidates federal and
agency-specific policies, guidelines and procedures for
use by federal ies and the i
Agency-specific documents are available for
Research.gov partner agencies.

October 17 - 18, 2011
NSF R s

Ci
Conference

October 22 - 26, 2011
SRA 2011 Annual

Meeting
Conference
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My NCBI - Home

My NCBI allows you to create automatic email alerts, save your searches and records, filter results by subject, and much more.

Sign i directly to your My NCBI account:

My NCBI Sign In

Username:
Password:
(7] Keep me signed in unless | sign out
(Leave unchecked on public computers)
(7Remember my usemame

& Register for an account
& | forgot my usemame
& |forgot my password

& About automatic sign in

Register or sign in through one of the partner organization login routes:

Sign in via Partner Organization

I Bookmarks +

My NCBI Sign In r‘\

YoulE My NCBI Overview

& Google
@ NIH Login

& eRA Login*

*If you have sRA Commons credentials, you may bogin using the NIH Login link. Afier July 18,2011, the eRA Login link will be removed.

@ UKPMGC Funders Group grantees

Or choose from:

Case Western Reserve University
Colorado State University
Columbia University

Cormell University.

See expanded list »

o

You are here: NCBI

GETTING STARTED
NCBI Education

NCBI Help Manual
NCBI Handbook
Training & Tutorials

RESOURCES
Chemicals & Bioassays
Data & Software

DNA & RNA

Domains & Structures
Genes & Expression
Genetics & Medicine
Genomes & Maps
Homology

Literature

POPULAR
PubMed
Nucleotide
BLAST
PubMed Central
Gene

Bookshelf
Protein

OMIM

Genome

FEATURED
GenBank
Reference Sequences

Map Viewer

Genome Projects

Human Genome
Mouse Genome
Influenza Virus
Primer-BLAST

Sequence Read Archive

Write to the Help Desk

NCBI INFORMATION
About NCBI

Research at NCBI

NCBI Newsletter

NCBI FTP Site

NGCBI on Facebook
NCBI on Twitter

NCBI on YouTube
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You can use many accounts to sign in to My NCBI. The complete listis below. Type in the text box to shorten the list. Once you have found the type of account you want, elick on the Account name.

Search for account name: [Enter text here to fiter st | Frequently Asked Questions
Login Account Options

Account + Category

Case Western Reserve University Research Organizations
Colorado State University Research Organizations
Columbia University Research Organizations
Cornell University Research Organizations
Duke University Research Organizations
eRA Login NIH

Google OpenlD

Indiana University Research Organizations
Johns Hopkins University Research Organizations
Medical University of South Carolina Research Organizations
NCBI Primary Data Archives Login NCBI

NIH Login NIH

Northwestern University Research Organizations
Oregon Health & Science University Research Organizations
PayPal OpenlD

Rutgers, The State University of New Jersey Research Organizations
Stanford University Research Organizations
Stony Brook University Research Organizations
The Ohio State University Research Organizations
The Pennsylvania State University Research Organizations
The University of Arizona Research Organizations
UKPMC Funders Group grantees Portable PMC
University of Alabama at Birmingham Research Organizations
University of California San Diego Research Organizations
University of California, Davis Research Organizations
University of California, Irvine Research Organizations
University of California, San Francisco Research Organizations
University of California-Los Angeles Research Organizations
University of Chicago Research Organizations
University of Florida Research Organizations
University of lllinois at Urbana-Champaign Research Organizations
University of lowa Research Organizations
University of Maryland Baltimore Research Organizations

University of Memphis Research Organizations

Research Organizations




Select your identity provider

L] Researchgov-Homepage  x | /// Select your identity provider x| + | 2
<« ) > | |//EEEEXIE hrps:/ login.terena ayf/module.php. o fisco.phpZentity tpsik3 2Fterena. baret 2F%2Flogin.terena.org v php3: o coresp.php%: v | C'| (3~ Google Q) [
Most Visited + Latest Headlines B3 Bookmarks ~

SELECT YOUR IDENTITY PROVIDER

English | Bokmal | Nynorsk | Sémegiella | Dansk | Deutsch | Espafiol | Svenska | Suomeksi | Francais |
Italiano | Nederlands | Luxembourgish | Czech | Slovens¢ina | Hrvatski | Magyar | Jezyk polski | Portugués
| Portugués brasileiro | Tirkce | B8 | X | eMnvikd | Lietuviy kalba | Aarjelh-saemien giele | pycckuit
A3bIK

You have previously chosen to authenticate at Internet2

Login at Internet2

All Nordic countries Spain UK eduGAIN Guest providers Miscellaneous

808 entries

¥ Internet2
AAI@EduHr - Croatian Research and Education Federation
Aberdeen College
Aberdeen College Staff
Aberystwyth University
Abingdon and Witney College
Accrington & Rossendale College
Adam Smith College
AESIR
ALBA - CELLS

Anglia Rt
Anglia Ruskin University Login
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InCommon —a work in progress

« Growth and managing growth
» Silver — higher levels of assurance
* UApprove — end user attribute management
» Solidifying member participation
-+ Social2SAML coordination
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e
Silver

» Higher assurance profile to deal with access of a financial
or valued resource

 Electronic grants administration, Teragrid, OSG,
medical records, etc.

A careful walk between what’s feasible on campuses and
vhat agencies would like

'-n\m‘:.n- ype of audit by InCommon (possib
~_

sh bake :
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B
When to do Consent

* Not at all — part of an existing contractual relationship
* At the point of collection of information

« “We intend to use what you give us in the following
ways”
~_* At the point of release of information
> “| authorize the release of this data in order to get m
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User interface - uApprove

» Provide users with control, and guidance, over the release
of attributes

* Includes consent, privacy management, etc.

« Basic controls (UApprove) now built into Shibboleth, but
largely untapped in deployments.

Additional technical developments would help scalability
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SVITCH » aai

About AAI : FAQ : Help : Privacy

This is the Digital ID Card to be sent to 'https://aai-demo.switch.ch':

Digital ID Card

Surname

Given name
Unique ID

User ID

Home organization

Home organization type

Affiliation

Entitlement

SWITCHaai

Demouser
234567@example.org
demouser

example.org

other

staff
http://example.org/res/99999

http://publisher-xy.com/e-journals

I” Don't show me this page again. I agree that my Digital ID Card (possibly including more data than
shown above) will be sent automatically in the future.

Cancel Confirm
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Brown University

Authentication Required

To use ‘spaces. internesa.edu’, their system needs to receive some information about you in the form of 3 Digital 10
Card. You will nead to agree to send the followmng information to accass their services. All this information is needed
or access to the service will not be granted.

Digital 10 Card

email Marc_Doughty @ brown.edu
storedidOracle UJbMRSD0S5 eeKRrsORCOVMSIFS0 =
displayName Marc P, Doughty

Don't show me this page agan. I agree that my Digital ID Card (possibly including more data than shown
above) will be sent automatically in the future to this site as well as to other services 1 will access.

Cancel | | Confim |

Brown Home | Help | myAccount | New Users: Activate your account now

The face of web ot Brown is You are using Brown's new
web authentication service, Shibboleth. Dunng 2009, Shibboleth will gradually replace
Webauth as Brown's Single Sign-on web authentication service. Stebboleth is more
useful, more secure, and more widely used throughout higher education,

Shibboleth. [ ¢y et is atterent - lesm how to safely and securely use Shibbolath,

Addtional information regarding Brown's Shibboleth implementation is located on the
€15 documentation wiki.
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Non-web apps

A variety of approaches are being developed to address
these large families of apps

» Challenges are discovery, trust anchors in the clients, attribute
release and privacy management

» Three categories of approaches
e « Moonshot - GSS over Radius (and maybe SAML)
th and Openld-Connect

A‘“‘E.\‘.T
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Socilal2Saml

« Operational gateway now in Sweden for
many social id providers.

* Deployment strategies could include a
federation service or a campus/org service

LOA likely 1, identity needs to be mapped

Co
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Collaboration Management Platforms

* An integrated “collaboration identity management system”

 Provides basic group and role management for a group of
federated users

» Plugs into federated infrastructure to permit automatic data
management

-+ Agrowing set of applications that derive their
- authentication and authorization needs from such external
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CMP

« Next generation portal/gateways

* Intended for federated users and multi-domain applications
— plumbed into the infrastructure

« More secure, more powerful, more privacy preserving,
more application possibilities, more...
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From the collaboration perspective

Scalable actions expected (or at least hoped for) in a CMP:
« Create and delete/archive users, accounts, keys
+ Group management on an individual and CMP-wide scale

+ Permit or deny access control to wiki pages, calendars, computing
resources, version control systems, domain apps, etc.

-+ Domesticated applications to meet the needs of the VO
age reporting
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CMP from the technical perspective

« A combination of enterprise tools refactored for VO's
» Shib, Grouper, Directories, etc

A person registry with automated life-cycle maintenance
* Includes provisioning and deprovisioning

A place to create, maintain local attributes
« Using Groups and Roles

A place to combine local and institutional attributes for
access to_appllcatlons

 Attributes deIivered[ INTERNETs
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Interfederation

« Connecting autonomous identity federations

* Critical for global scaling, accommodating state
and local federations, integration across vertical
sectors

- Several operational “instances” — Kalmar2 Union,
§ ‘imigcu4(3/\|hl
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Issues for MAGIC participants

* What is broken now? What might not be met in the
emerging infrastructure?

« How can agencies and directorates inform their
communities about these new opportunities?

« How can they incent?
g - What is the agency’s ROI? What is the VO ROI?
agencies need to do together and what can they
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