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Our Presenter

Chief Technology Officer
Dynamite Analytics

Jamin Becker

Jamin is a career network defender and creator of 
PacketTotal, the largest public PCAP analytic 

service in the world. 
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The Company
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Originally 

founded as Vlabs 

in 2015 

Small Business 

Cybersecurity 

Software 

Winner of multiple federal R&D 

awards related to Network Traffic 

Analysis 

Network Traffic Analysis 

Network Detection and Response 

HQ in Atlanta 

Georigia 
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The Dynamite Family

The worlds largest public PCAP analysis  
platform (over 100K PCAPs)

Thousands of users worldwide

PCAP Anonymizer
Free utility for sanitizing packet-capture files

Advanced packet transformation options

Dynamite Agent
Commercial Network Sensor for NDR
Network Metadata and Security Alerts

API Integration and Web UI

DynamiteNSM
Open-source Network Security Monitor

Full stack for network traffic analysis
Native integration of Zeek and Suricata
github.com/DynamiteAI/dynamite-nsm
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• • ........ •· ••••••• ••••••• ~=~t~:r Pacl<etTotal 
"1111~=~,. Simple, free, high-quality PCAP analysis 

http://github.com/DynamiteAI/dynamite-nsm
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PACKETTOTAL
Briefing and Demo
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Simplify the process of PCAP analysis

Design Goals

Provide a platform for sharing network traffic samples

Prioritize the importance of search
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ü Analyzing a Packet Capture File
ü Locating Captures via Search
ü Locating Captures via Similar Search

Demos
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ü Avoid uploading pcaps of home or work networks
ü Avoid capturing traffic containing information about your 

environment
ü Consider using capture filters, only capture the traffic you 

wish to analyze/share
ü Consider capturing pcaps from sandboxed environment

Be careful what you upload!

9
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ü PacketTotal supports both pcap and pcapng file-types
ü You can upload from any page on the site
ü Once uploaded your PCAP will be queued for analysis
ü Time to analyze varies  

Analyzing a Packet Capture File

10

010101 
01101 

1100 

Drag .pcap files here or click to upload. 

(Accepts .pcap and .pcapng files. Um 50 MB.) 
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Console View
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Submitter: Anonymous 
,._, d83(175V4W30!8F0UM pcap U05: 61<1a516d7b3CAIISS577ta79'SM105d 
St:re: S 4M>o4& M8 ~t>mhttd: Tue Ftib 13 201& 16:17:11 GMT.OSOO 

Download 

m 0. [!_ 

MIIICIOUI Activity Connections DNS HTTP Kerberos SSL Certlllcl1H PKI (X.509) Transferred Flies Slrange Acllvlty Community Tags s1m1lar Packet capiu,., 

Q. • • 
Tlmel1amp AJono.-- --... s...,;,y -·· -- TllfQt'llP Target Port Trwtsport Protocol 

441 IAHQi IE♦ A Ntf'#Ofk Troj;WI WU Otlaet«I ET TROJAN fllc-Wln32 Don<Comel 49'213 2200 TCP sc,-u-suc......-
44i PHH!& i' & A. Nttwork r,.,, wn detec1td ET moJAN fllc-W\n32.0.,kComo1 -u-- 49213 - 2200 TCP 

49il'EFI·& ff& A Ntcworit n..,. wndMIClfd ET 'lllOJAN fllc-Wln32 0.,kComtl 
Sc-Uplold-
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fl-Ii IDFl·i ·faP A NtfWOt'k Ttojan WU dttlCt.0 ET TROJAN fllc"40«W\n32 .Doll<Comel 49213 2200 TCP 
Sc---
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Sc---
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Sc,_ Upload-
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+·OIAFl¼Ui'-9 A~TtOfM'Wal~eetfd ET TROJAN Backdo«_Wln32_Danteomet 
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5cTHnshc<UplOad-
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SCteenoho<Upload-

49213 - 2200 TCP 
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ü Navigate to packettotal.com/app/search/ to get started
ü Supported Query Types:
• Free Text
• Field/Value
• Boolean

Locating Captures via Search

12

Search a UAL IP address, Ide hash, or network indicator. Q [!] ... . .. ... 

https://packettotal.com/app/search
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Free Text Queries
IP Addresses

URLs

Domain Wildcards

13

8.8.8.8 

hnps:/ /evllslte .com/must/match/exactly 

·evilslte.com· 
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Field/Value Queries
IP Fields

Metadata Fields

Protocol Fields

14

ld_ortg_h: 192.168.0.5 

tunnel_type: teredo 

http_http_method: GET I 
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Boolean Queries
OR

AND

Grouping

15

_type: signature_alerts OR _type: Intel 

Zeus AND GameOver 

dreambox OR smcadmin OR xc3511 OR Ltype:lntel OR _type: slgnature_alerts AND mlral) 
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ü Maintained by Dynamite
ü Locate common strains 

of malware
ü Search related network 

indicators

Malware Repository

packettotal.com/malware-archive.html
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Malware Categories 

I Botnets 

campaigns 

CryptoJacktng 

Exploit Kits 

Exploits 

Ra nsomware 

TroJans 

Worms 

Gameover Zeus 

First Seen: Ga 

Gameover Zeus Is lhe successor to the Zeus botnet, based on the 
name of one of Its malicious file 'gameov812.php'. It leveraged 

enc,ypted peer-to-peer communlcalton between Its nodes and 

command-and-control servers. It uses the Kadernha P2P algorithm 

for Its communications. 

Int~ 

FBI-Gamoow,ZeuS _o.,,n4>tt1d 

B~kHat . GameOYer Zous BadQUYS /WJ Backends 

PCAPs 

0 be0d6e96e00d93Gt40d4ee3845cl~I 

0 e8cbea07491>671fatC0622823a30d7a1 

Q c79d!b3a8ft675489tl02fdtlb520393f8 

Q 2f07 t 4b4ati1218 tce67629b3c52a2 t 5a 

680282M54062f4c1 I 1C2bfd06481437 

https://packettotal.com/malware-archive.html
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ü Can be thought of as a “reverse image search” 
ü "similar" pcaps have indicators in common 
• domain name, an IP, a file

ü Go to “Similar PCAPs” tab

Locating Captures via Similar Search
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Analysis Completed 

2017-03-13T18:11 :28.000Z 

2017-09-27T15:21 :41 .000Z 

2017 ·08-0ST00:44:27 .OOOZ 

Similar Packet Captures 

Matched Terms 

1 d5dd76152c11 d3ebf9036a5a8bec2 ••• 

IU86¥f..-JI ii+i1:f'❖ii 
IJIMl@RI fMDfiiH 
~ 

fliiMIMID 
IJIMl@hl IUMl@Ui 
flifikfJ.Joi 

http://www.b1ng.com/ 

I l'l" .. lo" 

11'98hihl ~chive aspx?format,ld... 

" ' ••• .cf .,., ••• 

Match Strength 
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Yes, There is an API!

packettotal.com/api.html

ü Search API is available 
to beta testers

ü Automation with 
programmatic search

ü Many other API-only 
features 

ü Request an API key at

18

.t 
Analyze Packet Captures 

Progamatocaly uplOad and analyze .pcapl.pcapng files. I/low the resul15 on PacketTotal.com, or explore lhroogh the API. 
•&MBUplOlld~ 

'id': 'ltfcttd13d6914b599t.t299abldc51f4', 
·queue' : • ht tps: / /packettou\. cCMl/app/queue71datefc8ldlld6914bS99t4299abld<Slf 4 • 

Q 
Search by Indicators 

find packet captures containing any domain name, IP 
addn!Ss, malw1r1t ltrlln , protOCOI USOd (SSH, SMTP, 

etc.), and mor11. 

T 
Understand the Results in Context 

Rellleve ana/ySls of any pcap on PackelTotaJ, Including 
maJICIOuS Slgoatures. top-talk~. and connecuon stats. 

Download the Full Analysis 

Download the pacl<et capture, and any ana/ySls files, 
Including uansfen-ad files. stgnau,es firad, ioos 

gene<atad, and external references. 

https://packettotal.com/api.html
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APPENDIX 

19
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PCAP Anonymizer
Highly Customizable via CLI or 
Options File

Anonymize IP and MAC addresses

Anonymize ARP, ICMP, VLAN

Truncate and mask payloads

Generate interactive graphs for visual 
analysis

Packet filtering, CIDR support and 
more 

20

lr 

blgFlowa.pcep (pr9-,Monymtut1on, 

{ 
dorn@tmbp2 cmd ~ ./ ononymizer -source ~/pcaps/ bigFlows .pcap -1p full -mac full -store-mappings -graph 

"source_fi.le": "bigFlows . pcap", 
"output_file": "/tmp/bigFlows .pcap-anonymized", 
"graph_fi le": "/tmp/bigFlows .pcap-anonymized-graph.html", 
"ip__mappi ng_fi.le": "/tmp/bigFlows .pcap-anonymized . i ps", 
"mac__mapping_file ": "/tmp/bigFlows .pcap-anonymized.macs", 
"packets_read": 791615, 
"packets_analyzed": 791615, 
"packets_written" : 791581, 
"packets_discarded" : 0, 
"packets_ip_anonymized" : 787315, 
"fromes__mac_anonymized": 787315, 

~-.·;-_\:( "packets_vlan_ononymized" : 0, 
,:-:: ;, "packets_vlan_removed" : 0, 
•:•·· ... • . •· .~ "packets_truncated" : 0, 
·'}t>::\ , "frogments_truncoted": 0, 

{l: :r!i~j,}~j 1 _:_:.•_:,t_:_i_;_~_t_: __ :_:_;=f•;:;_;_:.;_;,?:,t·",.. : 

;~~;i~J;:;, ' 
~.fl .:: .. ;;;.~:::.: 

··::·.::·.-·. 
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Dynamite Agent

Best in Class Network Visibility

Built on Zeek and Suricata

Eliminates Complexity

Intuitive Web UI and API

21

Homo AP1 u .... 

ZttkScripu Sunc,,u Rules 

nP HTTP ~aauos .,.OOIUS INSQl. Fll(S 5Sl 

,,,. ... 

Detect Soltwore a::, 

cm rc::, 

Softwart': identifteition and extraction for 

c. 

EwxtCookies c::::, 

Extracts and togs variable names from cookies 

5"ntbyd~u. 

Add Header Nome>=, 

e 2020 Dyn•milt All•lytics LlC. All r,ghu .-....i. 

Im 

Extracts and logs variables from the requested 

URI in the default HTTP logging weam. 

OetectllrowsefPlugfns c::::, 

Im m:::::I 

Detect browser plug ins as they ltak through 

request$ to Omniture actverti.sin2 servers. 

Home / Local Ag<nt M•n•ger 

uot VM.JMTlOt.!S OlftctlO~'i. t,;OTl(.(S LOGGIJ,ft, 

Detect Web Appl1t1ttons c::::, 

Detect and log web applic•tions through the 

50ftware frameworl<.. 

Detect SQL ln)ectlon Altacks i=, 

m r=::, c::, 

SQL injection attack dN.tttion in HTTP 

'11;rc,sor~oi. 
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DynamiteNSM
Open-source Network Security Monitor

Full Network Monitoring Stack + SDK

Simple Zeek and Suricata Management

Full Data Ingest Pipeline

Many Analysis and Hunting Dashboards

22

ff-

ff-

ff-

ff-

I :.-•· Oynam1teNSM Q. ' , " , 

Oyn1mitt NSM 

Introduction 

""°"' 
ReqoM'tmenll 

lnstallatKKl 

Conftg,Ura11on 

S«vloes 

Guides 

Alerts Module 

The Alerts Module 1s tailo,ed to the analysis of Suricata alerts The primary view contains a 

histogram that provides a breakdown of alert volume by category Below you'll find categorical 

v1suahza1ions that provide different vantage points into notable alert attributes. Chck on a value 

1n the legend to add/remove specific values from the view filter. 

Alert Map 
Ou1ekSlart 

NaVloaUflO Ktbana 

Ovffi1ew The Alert "•P view provides a world map showing the volume or alerts (represented as a color) 

------------------------------------'Alo= "'----------""""""'"'-'UU:""'llf'ies around the world Alerts shown In this view originated externally, that Is 

dynamite-nsm is a Python3 .7+ compatible package that can be installed directly through pip. 

sudo pip install dynamite-nsm 

Alternatively, developers may also wish to build from source. 

git clone https://github.com/DynamiteAI/dynamite-nsm.git && 
sudo pip install dynamite-nsm/ 

ored network environment While exploring the world map, click on a 

add It to the view filter. The list of alerts shown In the data table will be 

to quickly tnage the alerts source from the selected country. 

ally Originating Alerts 

. --
. 
ti ·-

Table of cootents 

Alert Map 

o,scoveryV~ 

lnltlal Access 

Recomaia.sance 



Thank You!

dynamite.ai
github.com/DynamiteAI

Check out Free Dynamite Agent Starter on AWS Marketplace

Jamin Becker
info@dynamite.ai
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