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The Company

Originally Small Business
founded as Vlabs
in 2015 Cybersecurity
Software

Network Traffic Analysis

Network Detection and Response

Winner of multiple federal R&D HQ in Atlanta
awards related to Network Traffic Georigia
Analysis
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The Dynamite Family

98

ases o

(Q)ar

savas’ PacketTotal
g~ Simple, free, high-quality PCAP analysis

The worlds largest public PCAP analysis
platform (over 100K PCAPs)

Thousands of users worldwide

X~PCAP Anonymizer

Free utility for sanitizing packet-capture files
Advanced packet transformation options

dynamite.ai

X~ Dynamite Agent

Commercial Network Sensor for NDR
Network Metadata and Security Alerts
API Integration and Web Ul

] M
X~DynamiteNSM
Open-source Network Security Monitor
Full stack for network traffic analysis
Native integration of Zeek and Suricata
github.com/DynamiteAl/dynamite-nsm

+1-760-760-7014

info@dynamite.ai


http://github.com/DynamiteAI/dynamite-nsm

Briefing and Demo

PACKETTOTAL
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Design Goals

Simplify the process of PCAP analysis

Provide a platform for sharing network traffic samples

Prioritize the importance of search

XSDYNAMITE dynamite.ai +1-760-760-7014 info@dynamite.ai
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No.

» Frame 2058:

» Destination:
» Source:
IPv4 (0x0800)
v Internet Protocol Version 4, Src: 140.
«« = Version:

Type:

Time

2028 21:
2029 21:
2030 21:
2031 21:
2032 21:
2033 21:
2034 21:
2035 21:
2036 21:
2037 21:
2038 21:
2039 21:
2040 21:
2041 21:
2042 21:
2043 21:
2044 21:
2045 21:
2046 21:
2047 21:
2048 21:
2049 21:
2050 21:
2051 21:
2052 21:
2053 21:
2054 21:
2055 21:
21:
21:

A tcp.stream eq O

28:47.394258
28:47.394330
28:47.394380
28:47.394503
28:47.394562
28:47.394626
28:47.394694
28:47.394748
28:47.394871
28:47.394931
28:47.394993
28:47.395059
28:47.395116
28:47.395239
28:47.395297
28:47.395361
28:47.395429
28:47.395484
28:47.395529
28:47.395583
28:47.395665
28:47.395787
28:47.395844
28:47.395910
28:47.395976
28:47.396032
28:47.396155
28:47.396216
28:47.396278
28:47.396345

Dell_e7:62:

6 (00:11:

O mBERRE

| Deita Time

0.000064
0.000072
0.000050
0.000123
0,000059
0.000064
0.000068
0.000054
0.000123
0.000060
0.000062
0.000066
0.000057
8.0090123
8.000058
0.000064
0.000068
0.000055
0.000045
0.000054
9.000082
0.000122
0.000057
0.000066
0.000066
9.000056
0.000123
0.000061
0.000062
0.000067

1518 bytes on wire (12144 bits)
v Ethernet II, Src: Dell_e7:62:b6 (00:11:43 b6), Dst:
Intel_82:9c:2d (00:d0:b7:82 d)
3:e7:62:b6)

4

Re2EF IR E

TCP Segment Len
1460

1460
1460

1460

1460
1460

1460

1460
1460

1460

1460
648

1460
1460

@
1460

Time to live

128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128

107.250.45, Dst: 140.107.250.18

. 0101 = Header Length: 20 bytes (5)
» Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 1500

Identification:

Flags:
Fr.

0x14d7 (5335)

0x4000, Don't fragment

it offset: @

Time to live: 128
Protocol: TCP (6)
Header checksum: @xd32d [validation disabled)

[Header checksum status:
Source:
Destination:

140.107.250.45

140.107.250.18
v Transmission Control Protocol,

DYNAMITE

A NALYTICS

Unverified]

Src Port: 13782, Dst Port:

722, Seq: 1873617, Ack:

Saurce

140.107. 258 45
140.107.250.18
140.,107.250.45
140.107.250.45
140.107.250.18
140.107.250.45
140.107.250.18
140.107.250.45
140.107.250.45
140.107.250.18
140.107.250.45
140.107.250.18
140.107.250.45
140.,107.250.45
140.107.250.18
140.107.250.45
140.107.250.18
140.107.250.45
140.107.250.45
140.107.250.18
140.107.250.45
140.107.250.45
140.107.250.18
140.107.250.45
140.107.250.18
140.107.250.45
140.107.250.45
140.107.250.18
140.107.250.45
140.107.250.18

112 bytes captured (896 bits)
Intel_82:9c:2d (00:d8:b7:82:9c:2d)

dynamite.ai

11, Len:

«.HO.. 7.,
+4@.DR1.p1P...
.e91/

eKc PNL.......&Op G. «$.C..5<U. l..
...11.1 sV.-.b.

K7 toZK>3"ro
o 5y Y .5 . Q.0....
Acsenvieaasa®™Q. . ] %. M. W.E.t~.......0.5up=..

....... 4. 3 W$.CCr7(S... |

o t.X/aT3VeoDornns Q..

ZV{.R.W. 2.4, 9K
+8uv0.90..T.Co 2”62 1q. 2. CA5"q E31, .~0.0. .X2,CZ. +
j

10X pits, 3106 [N pits, 12 turns.

Entire conversation (180 kB) Show and save data as  ASCIl Stream 0

Find: Find Next

Help Filter Out This Stream Close

+1-760-760-7014 info@dynamite.ai



Demos

v" Analyzing a Packet Capture File
v’ Locating Captures via Search
v' Locating Captures via Similar Search

XSDYNAMITE dynamite.ai +1-760-760-7014 info@dynamite.ai



Be careful what you upload!

v" Avoid uploading pcaps of home or work networks

v" Avoid capturing traffic containing information about your
environment

v" Consider using capture filters, only capture the traffic you
wish to analyze/share

v' Consider capturing pcaps from sandboxed environment

XSDYNAMITE dynamite.ai +1-760-760-7014 info@dynamite.ai



Analyzing a Packet Capture File

v' PacketTotal supports both pcap and pcapng file-types
v You can upload from any page on the site

v Once uploaded your PCAP will be queued for analysis
v Time to analyze varies

VR

Drag .pcap files here or click to upload.

XSDYNAMITE dynamite.ai +1-760-760-7014 info@dynamite.ai



Console View

pe

Submitter: Anonymous

Name: dB34(75VAW3ID{BFOILTM pcap
Size: 5494046 MB

MDS: 6/4a516d70304a1885771a7918aa105d

Submitted: Tue Feb 13 2018 16:17:11 GMT-0500

Download

Malicious Activity Connections DNS HTTP Kerberos SSL Certificates PKI (X.509) Transterred Flles Strange Activity Community Tags Similar Packet Captures

Q Sea

Timestamp Alert Description Alert Signature Severity Sender IP Sender Port Target IP Target Port Transport Protocol

[ 2018-02-13 050820 2 ] A Network Trojan was detected ET TROJAN BackdoorWind2.DarkComet 1 10.12.1.208 49213 m 2200 TCP
Screenshot Upload Successful

[ 2018-02.13 05:08:30  J A Network Trojan was detected ET TROJAN BackdoorWin32.DarkComet 1 10.111.200 49213 m 2200 TCce
Screenshot Upload Successful

[2018.02.13 05:00:49 2 § A Network Trojan was detected ET TROJAN BackdoorWin32.DarkComet 1 49213 m 2200 Tce
Screenshot Upload Successiul

[ 2015-02-13 0500002 ) A Network Trojan was detected ET TROJAN BackdoorWind2 DarkComet 1 49213 m 2200 TCP
Screenshot Upload Successful

[ 2018-02-13 0500002 § A Network Trojan was detected ET TROJAN BackdoorWind2.DarkComet 1 4213 m 2200 Tcp
Screenshot Upioad Successful

[ 20150213 05.00:19 2 ] A Network Trofan was detected ET TROJAN BackdoorWind2. DarkComet 1 @13 m 2200 Tcp
Screenshot Upload Successful

[ 2018-02-13 05:00:28 2 ) A Network Trojan was detected ET TROJAN Backdoor Wind2 DarkComet 1 49213 m 2200 TCP
Screanshot Upicad Successful

[ 2016-02.13 05.00:30 2 ) A Network Trojan was detected ET TROJAN Backdoor Win32.DarkComet 1 49213 2200 TP
Screenshot Upload Successful

[ 2018-02-13 05.00:48 2 § A Network Trojan was detected ET TROJAN Backdoor Wind2 DarkComet 1 49213 m 2200 TCce
Screenshot Upload Successiul

[ 2018-02-13 05:0050 2 ] A Network Trojan was detected ET TROJAN Backdoor Win32 DarkComet 1 0.23.1.205 49213 m 2200 TP
Screenshot Upioad Successtul
dynamite.ai +1-760-760-7014 info@dynamite.ai
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Locating Captures via Search

v Navigate to packettotal.com/app/search/ to get started
v' Supported Query Types:

* Free Text

e Field/Value
* Boolean

XSDYNAMITE dynamite.ai +1-760-760-7014 info@dynamite.ai


https://packettotal.com/app/search

Free Text Queries

IP Addresses

8.8.8.8

URLs

https://evilsite.com/must/match/exactly

Domain Wildcards

*evilsite.com®

J-DYNAMITE dynamite.ai +1-760-760-7014

info@dynamite.ai
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Field/Value Queries

IP Fields

o id_orig_h: 192.168.0.5

—
conn" B¢
sannse o
‘ener

S’

Metadata Fields

Yo tunnel_type: teredo

—
conn" B¢
sannse o
‘ener

S’

Protocol Fields

o http_http_method: GET

dynamite.ai +1-760-760-7014 info@dynamite.ai



Boolean Queries

OR
wistied : ;
0, _type: signature_alerts OR _type: intel
3
AND
‘gé}, Zeus AND GameOver
Grouping

299

dreambox OR smcadmin OR xc3511 OR (_type:intel OR _type: signature_alerts AND mirai)

dynamite.ai +1-760-760-7014 info@dynamite.ai



Malware Repository

Malware Categories

v Maintained by Dynamite

v' Locate common strains
of malware

v' Search related network
indicators

packettotal.com/malware-archive.html

AAAAAAAAA dynamite.ai

Cryptojacking

Exploit Kits

+1-760-760-7014

Gameover ZeuS

First Seen: €3D)

Gameover ZeusS Is the successor to the Zeus botnet, based on the
name of one of its malicious file ‘gameover2.php'. It levera ged
encrypted peer-to-peer communicaiton between its nodes and
command-and-control servers. It uses the Kademlia P2P algorithm

PCAPs

By

~

} e 4 = G
(ID'/"/‘/“}

View in search Q

info@dynamite.ai
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https://packettotal.com/malware-archive.html

Locating Captures via Similar Search

v' Can be thought of as a “reverse image search”

v "similar" pcaps have indicators in common
« domain name, an IP, afile

\/ GO to ”Similar PCAP5" tab Similar Packet Captures ‘

Analysis Completed Matched Terms Match Strength
2017-03-13T18:11:28.000Z 1d5dd7652c11d3ebf9036a5a8bec?...
A Tosez
Y
2017-09-27T15:21:41.000Z
W
31.13.79.220

2017-08-08T00:44:27.000Z

http://www.bing.com/

-
204.79.197.200
X-DPYNAMITE dynamite.ai +1-760-760-7014 info@dynamite.ai
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Yes, There is an API!

v" Search API is available
to beta testers

v Automation with
programmatic search

v Many other APl-only
features

v Request an API key at

packettotal.com/api.html

dynamite.ai

s

L ]
Analyze Packet Captures

Programatically upload and analyze .pcap/.pcapng files. View the results on PacketTotal.com, or explore through the API.
*6MB Upload Max

{

'id': '10fc81d13d6914b59914299abldc5114",

‘queue’: 'https://packettotal.com/app/queue?id=101c81d13d6914b59914299abldc5114"
)

Q : § <

Search by Indicators Understand the Resuits in Context Download the Full Analysis
Find packet captures containing any domain name, IP Retrieve analysis of any pcap on PacketTotal, including Download the packet capture, and any analysis files,
address, malware strain, protocol used (SSH, SMTP, maliclous signatures, top-talkers, and connection stats. including transferred files, signatures fired, logs
etc.), and more. generated, and external references.

+1-760-760-7014 info@dynamite.ai
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APPENDIX
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PCAP Anonymizer

x nghly CUStom|Zab|e via CLI or adam@mbp2 cmd % ./anonymizer -source ~/pcaps/bigFlows.pcap -ip full -mac full -store-mappings -graph
. . {
Optlons Flle "source_file": "bigFlows.pcap",

"output_file": "/tmp/bigFlows.pcap-anonymized",

¥ Anonymize IP and MAC addresses -graph-FLle™: c/tap/biorlous. peap-aroyized-grovh el
ip_mapping_file": "/tmp/bigFlows.pcap-anonymized.ips",
"mac_mapping_file": "/tmp/bigFlows.pcap-anonymized.macs",

2 Anonymize ARP, ICMP, VLAN “packets_read": 791615,
packets_analyzed": 791615,

"packets_written": 791581,

"packets_discarded": 0,

"packets_ip_anonymized": 787315,

"frames_mac_anonymized": 787315,

"packets_vlan_anonymized": 0,

"packets_vlan_removed": 0,

"packets_truncated": 0,

"fragments_truncated": 0,

bigFlows.pcap (pre-anonymization) bigFlows.pcap (post-anonymizal

"payloads_overwritten": @,

¥ Truncate and mask payloads

¥ Generate interactive graphs for visual
analysis

x¥-Packet filtering, CIDR support and
more

XSDYNAMITE dynamite.ai +1-760-760-7014 info@dynamite.ai
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Dynamite Agent

"_‘~DYNAM1TE

1]

" Intuitive Web Ul and API

Zeek Scripts  Suricata Rules

HITP KERSB!

Built on Zeek an

MYSQL

d Suricata

—

Detect Software ™ o~

@

[ heto | detactions

Software identification and extraction for

Eliminates Complexity

Extract Cookies ¢ @

mentation

Extracts and logs variable names from cookies
sent by clients.

Add Header Names g2 ©

© 2020 Dynamite Analytics LLC. All rights r

Extract URI Variables = ©

b

Extracts and logs variables from the requested
URI in the default HTTP logging stream.

Detect Browser Plugins g

8

[ rtp | detections

Detect browser plugins as they leak through
requests to Omniture advertising servers.

Best in Class Network Visibility

Home / Local Agent Manager

Detect Web Applications g @

Detect and log web applications through the
software framework.

Detect SQL Injection Attacks g @
[ > ] detactions § notices

SQL injection attack detection in HTTP

dynamite.ai

+1-760-760-7014

info@dynamite.ai
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DynamiteNSM

¥ Open-source Network Security Monitor
¥ Full Network Monitoring Stack + SDK
¥ Simple Zeek and Suricata Management
¥ Full Data Ingest Pipeline

¥ Many Analysis and Hunting Dashboards

DynamiteNSM

DynamiteNSM
Introduction
About
Requirements
Installation
Configuration
Services
Guides

Quick Start

Navigating Kibana

Overview

Alert

Alerts Module

The Alerts Module is tailored to the analysis of Suricata alerts. The primary view contains a
histogram that provides a breakdown of alert volume by category. Below you'll find categorical
visualizations that provide different vantage points into notable alert attributes. Click on a value
in the legend to add/remove specific values from the view filter.

v v v v v

<

Alert Map

The Alert Map view provides a world map showing the volume of alerts (represented as a color)
d hv countries around the world. Alerts shown in this view originated externally, that is

dynamite-nsm is a Python3.7+ compatible package that can be installed directly through pip.

sudo pip install dynamite-nsm

Alternatively, developers may also wish to build from source.

git clone https://github.com/DynamiteAI/dynamite-nsm.git &&

sudo pip install dynamite-nsm/

ored network environment. While exploring the world map, click on a
add it to the view filter. The list of alerts shown in the data table will be
Ju to quickly triage the alerts source from the selected country.

I

nally Originating Alerts

LYy

J-PYNAMITE dynamite.ai

ocumea

»E Il mmE]

Table of contents
Alert Map
Discovery View
Initial Access

Reconnaissance

+1-760-760-7014

info@dynamite.ai
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A N A L Y T
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Thank You!

Jamin Becker
info@dynamite.ai

dynamite.ai
github.com/DynamiteAl

Check out Free Dynamite Agent Starter on AWS Marketplace

23
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"Any opinions, findings, conclusions or recommendations
expressed in this material are those of the author(s) and do not
necessarily reflect the views of the Networking and Information

Technology Research and Development Program.”

The Networking and Information Technology Research and Development
(NITRD) Program

Mailing Address: NCO/NITRD, 2415 Eisenhower Avenue, Alexandria, VA 22314

Physical Address: 490 L'Enfant Plaza SW, Suite 8001, Washington, DC 20024, USA Tel: 202-459-9674,
Fax: 202-459-9673, Email: nco@nitrd.gov, Website: https://www.nitrd.gov
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