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Example: ClLogon and JupyterHub

ClLogon ;3'
Use OAuthenticator to support OAuth with '

popular Service pI'OVideI'S Home > ClLogon > Identifier Assignments > Add Identifier Assignment
oD@ < Em| patternlab.calit2.optiputer. i} [l + Add a NeW Identifier ASSig nm ent
o t JupyterHub’s OAuthenticator currently supports the following popular services:
- J u py er Description ClLogon Jupyter voPersonApplicationUID
» Autho
= Bithucket Type vIp v
. C¥Logon Email Type
« GitHub

For Identifier Assignments applied to Type Mail, an Email

« GitLab Address (instead of an Identifier) will be created with this
Sign in with ClLogon
s Globus type (if not blank)

+ Google )
T TATILS gl Login

= MediaWiki Allow this identifier to login to Registry g

= Okpy

« OpenShift Algorithm Sequential ¥
The algorithm to use when generating identifiers

A generic implementation, which you can use for OAuth authentication with any — ,

orma (g).(A1:.(#)]

pl'O\'ldE‘I‘, is also available. See Configuring Registry Identifier Assignment for details

Pattern: | given.family(.#)@myvo.org v

Powered by I COmManage .

https://zero-to-jupyterhub.readthedocs.io/en/latest/authentication.html
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voPerson: attributes for virtual organizations

* LDAP schema inspired by eduPerson
* Used by ClLogon and COmanage

voPerson

* Including:
* voPersonAffiliation
* voPersonApplicationUID o e o
* voPersonAuthorName OpenlDAP Schema Files,inschiema and I formas
* voPersonExternallD e
* voPersonPolicyAgreement
* voPersonStatus

attribute management within a Virtual Organization (VO)

Version History

2018 Feb 06: voPerson 1.0.0

About voPerson

o TO b e a d O pte d by R E F E DS voPerson was developed by NCSA and Spherical Cow Group for the ClLogon project.
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ClLogon Top 20 ldentity Providers

* Fermi National Accelerator Laboratory ¢ Indiana University

e LIGO Scientific Collaboration e Stanford University

* National Institutes of Health * Yale University

* University of Michigan  CERN

* University of lllinois at Urbana- * University of California-Los Angeles
Champaign

* University of Florida

* Northwestern University
Princeton University

* University of California, Berkeley
e Argonne National Laboratory

* Purdue University Main Campus
* Johns Hopkins

* University of Chicago

* University of Minnesota

* Google

* As of October 2018
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X.509: Not Dead Yet

* ClLogon issued 21,907
certificates in Oct 2018

e X.509 authentication

for GridFTP and GSISSH
still widely used

* ClLogon Silver CA
updated for
REFEDS Assurance
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[ Overview | Grid Community Foru X -+

&«

C & https//gridcf.org Y

View on GitHub @

Grid Community Forum

Community-based support for core software packages in grid computing

Overview

The Grid Community Forum (GridCF) is a global community that provides support for core grid

software.

Specifically, the GridCF is attempting to support a software stack christened the Grid Community
Toolkit (GCT). The GCT is an open-source fork of the venerable Globus Toolkit created by the
Globus Alliance. The GCT is derived from the Globus Toolkit, but is not the Globus Toolkit. Further,
the GridCF is not a part of the Globus Alliance.

The GridCF is a nascent organization: we are looking for energetic contributors across a broad

range of technical skills. Check out our governance doc and join us on GitHub!
Objectives

The creation of the GridCF and the GCT fork of the Globus Toolkit was motivated by the

announcement of the upcoming end-of-support of the Globus Toolkit in January 2018.
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Higher Assurance for XSEDE’s InCommon |dP

* Requires Duo MFA
 https://refeds.org/profile/mfa

e Supports “vetted” and “unvetted” users
 Self sign-up for XSEDE User Portal account
* https://refeds.org/assurance/IAP/low

» Users on peer-reviewed XSEDE allocations
* https://refeds.org/assurance/IAP/medium

< C @& Secure | https:;//idpxsede.org/idp/profile/SAML2/Redirect/SS0;jsessionid=BA7E2E2B67DDT(

Extreme Sci
Discovery Envi

ence and Engineering a
Environment

Authentication with Duo is required for the
requested service.




SciTokens: Capabilities for @
Distributed Scientific Computing

e Using standards

e RFC 6749: OAuth 2.0 © = token
Authorization Framework

« RFC 7519: JSON Web Token (JWT) e Frecute pats
* RFC 8414: OAuth 2.0 Data
Authorization Server Metadata Scheduler @) Launcher | server
* OAuth 2.0 Token Exchange O +token é o
(IETF OAuth WG I-D) e Tl o Token
* Working with CVMFS, : o ’
HTCondor, and XRootD

* https://github.com/scitokens
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Custos: IAM for Science Gateways

Federated Authentications
(Universities, Research
Labs, Web & Social)

fﬂ@f’v&’.
T

LS —

Science
Communities
Science Gateway
User Interfaces
MAGIC@SC18

Proposed Apache Custos

— \
e

B |
Identity & Access
Mgmt Service

¥

Groups & Sharing Resource Secrets

D

Tenant Profile
Mgmt Service

Custos API

: d

Security Logs,

|__Credential
Delegation

KAuditing Service Mgmt Service Mgmt Service
é * h
Apache Airavata Galaxy Main & HTRC & Other

(\SciGaP) Gateways Community Gateways Science GatewayS)
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Campus, National, Cloud
Computational Resources;
Instruments, Virtual Laboratories;
Software & Data Services
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Thanks!

jbasney@ncsa.lllinois.edu
@JimBasney
www.ncsa.lllinois.edu/~jbasney
https://orcid.org/0000-0002-0139-0640
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"Any opinions, findings, conclusions or recommendations
expressed in this material are those of the author(s) and do not
necessarily reflect the views of the Networking and Information

Technology Research and Development Program.”

The Networking and Information Technology Research and Development
(NITRD) Program

Mailing Address: NCO/NITRD, 2415 Eisenhower Avenue, Alexandria, VA 22314

Physical Address: 490 L'Enfant Plaza SW, Suite 8001, Washington, DC 20024, USA Tel: 202-459-9674,
Fax: 202-459-9673, Email: nco@nitrd.gov, Website: https://www.nitrd.gov
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