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Synchronous Interference — Specific Physical Signals/Channels

Synchronous interference
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Simplified LTE downlink frame with PSS, SSS, RS, and PBCH

PSS, SSS: Sync. Signals RS: Reference Signal PBCH: Physical Broadcast Channel
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Port 1: PSS/SSS
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INTRODUCTION AND MOTIVATION

* As we saw with LTE, lower layer security is low on the priorities during creation
of specifications

* Commercial cellular is never created with the intention of use in mission-critical
contexts

* There is a large community focused on higher layer attacks

* While jamming is always possible, we do not want extremely efficient protocol-
aware jamming attacks to exist

* This presentation will focus on the PHY layer of 5G NR

= FirstNet




First set of specs released December 2017

* Largely based on LTE, but with more dynamic aspects

* Intended to operate in any spectrum (below |GHz to 100 GHz)

Allows for lower latency modes

* More dynamic frame structure, allows different fractions of UL/DL
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* Several different configurations exist to cover a wide range of applications

* Five different options for subcarrier spacing
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FRAME STRUGTURE

* Similar to LTE, 5G NR uses OFDM and thus information is mapped onto a time-
frequency lattice

* This leads to the ability for a jammer to selectively target physical channels in
both time and frequency, to achieve a jamming gain

* Most of the frame consists of data symbols, with pilot symbols mixed in at
regular intervals (we do not zoom in enough to show pilots)

* Critical information such as the PSS, SSS, and MIB are allocated to a very small
fraction of the entire frame

* On the next slide we show an example mapping of these channels; on the left is
the entire frame, and we show 2 stages of “zooming in”
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PHYSIGAL LAYER VULNERABILITIES




oG NR SYNCHRONIZATION SIGNALS

* Largely the same as LTE, although there are more configurations of channel
mapping

* PSS and SSS still exist, but are not statically located in frequency

* PSS spoofing is still feasible, although the jammer will now have to transmit
more fake PSS’s in order to cover all possible PSS locations

* Specific behavior of PSS spoofing is still based on the chipset and the
sophistication of the blacklisting mechanism




PHYSICAL BROADCAST CHANNEL (PBCH)

 Transmitted in same slots at PSS and SSS, but over 240 subcarriers

* Carries MIB, which contains the basic parameters such as subcarrier spacing and
position of control channels

* Sent in the clear; a smart-jammer would use this information to selectively jam a
physical channel

* A jammer targeted the PBCH itself would appear to have a very low duty cycle and
only occupy a small fraction (~20%) of the downlink signal bandwidth




DOWNLINK CONTROL CHANNEL (PDCCH)

* Used to send control information to the UE on a per-slot basis

* Can appear on any subcarrier, but always starts in the first symbol of each slot

A jammer selectively targeting the PDCCH would have to decode a couple of system
parameters sent in the SIBs

To target every UE a jammer would have to jam every subcarrier, but only with a duty
cycle around 10%

Such a low-duty-cycle attack could also act as a form of automatic gain control
jamming




Channel/Signal Modulation Coding
PDSCH (Downlink) {4, 16, 64, 256}-QAM LDPC
PBCH QPSK Polar
PDCCH QPSK Polar
PUSCH (Uplink) {4, 16, 64, 256}-QAM LDPC
PUCCH QPSK Variety
PRACH Zadott-Chu Sequence N/A
PSS (Spoofing) M-Sequences N/A
SSS Gold Sequences N/A
PBCH DM-RS QPSK N/A
% of REs Synch. Required Params. Required J/S., |J/S F|
90% No None 0 dB -1 dB
1.7% Yes None 0 dB -17 dB
7% Yes Medium 0 dB -11 dB
~ 90% No None 0 dB -1 dB
~ 10% Yes High 0 dB -10 dB
~ 2% Yes Medium 10 dB -7 dB
0.1% (3 PSSs) No None 10 dB -20 dB
0.3% Yes None 10 dB -15 dB
0.4% Yes Low 3 dB -21 dB
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OVERALL VULNERABILITY ASSESSMENT

PCFICH in LTE was an extremely sparse downlink control channel that was vital
to the link — removed in 5G NR

Many control channels now have a much more dynamic allocation

Requires jammer to decode parameters to know channel assighments, adds
complexity to the jamming attack

5G NR in general has many different configurations

Uplink control channel is not longer in the same portion of the band



BRIEF SURVEY OF MITIGATION TECHNIQUES

* The most practical mitigation techniques are those that only require changes to base station
software

— UE behavior is baked into the chipset and not easily modified

— Mitigation at the eNodeB allows for certain mission critical 5G deployments to have additional protection

* PSS spoofing can be mitigated using a PSS-only blacklist, and a timer used to identify a PSS
without an associated SSS and/or MIB

— Unfortunately this must be done at the UE side

— Chipset designers are likely to assume that if there is a PSS then there is an SSS, they are adjunct in time/freq
and at the same power level

* Sniffing mitigation requires limiting SIB content to strictly what is necessary to establish a
radio link with the base station

— Further network configuration elements should be shared on a secured and integrity protected broadcast
channel

* Detection of smart-jamming attacks is feasible because the eNodeB can simply monitor for
an excess amount of energy on any one specific physical channel (e.g. using masking)




* Many improvements made over LTE

* 5G NR is highly dynamic which will provide robustness

* Still a few weak points that should be addressed

* PSS Spoofing mitigation can occur within the chipset implementation

* Detection of PBCH jamming/sniffing and higher layer attacks may be needed in
mission-critical applications of 5G NR

* More research is needed, this study did not focus on finding “new” attack vectors
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9G-SYSTEM GORE NETWORK

* Work to address some protocol exploits
— IMSI obfuscation and encryption
— PKI for message authentication

* Security standards published in March 2018
— 3GPP TS 33.501V1.0.0 (2018-03)

21



9G-SYSTEM SEGURITY

* Security cornerstone = Operator public key/certificate on SIM
— What happens when roaming?

— Very hard to reach global agreement so an operator “trusts” certificates from all other
countries

* Too many vulnerable security edge cases

— “If the home network has not provisioned the public key in USIM, the SUPI protection in

initial registration procedure is not provided. In this case, the null-scheme shall be used by the
ME.”

— Null ciphering and null integrity still supported

— “The provisioning and updating of the home network public key is out of the scope of the
present document. It can be implemented using, e.g. the Over the Air (OTA) mechanism.”

— Etc...
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QUESTIONS?
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