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In the Beginning  

ÅCost & Efficiency drivers - US IT Budget ~ $80B/year: 

ÅFederal Cloud Computing Strategy (Cloud First) 

ïNIST, GSA, DHS 

ÅNISTôs Goal ï To accelerate the federal governmentôs adoption of 

cloud computing 

ïBuild a USG Cloud Computing Technology Roadmap 

ïLead efforts to develop standards and guidelines 

ÅStarting Material ï NIST Definition of Cloud Computing (SP 800-145) 

ÅDevelop a Reference Architecture for Cloud Computing 

 

Determine the ñWhatò of Cloud Computing, not the ñHowò  
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3 Service Models 
ü Software as a Service 
ü Platform as a Service 
ü Infrastructure as a Service 

4 Deployment models 
ü Public, Private, Community, Hybrid 

5 Essential Characteristics 
ü On demand self-service 
ü Broad network access 
ü Resource Pooling 
ü Rapid Elasticity 
ü Measured Service 

NIST Definition of Cloud Computing  

(SaaS) 
(PaaS) 
(IaaS) 

ñCloud computing is a model for enabling convenient, on-demand network access to a shared 

pool of configurable computing resources (e.g., networks, servers, storage, applications, and 

services) that can be rapidly provisioned and released with minimal management effort or service 

provider interaction.ò  - NIST SP 800-145 



Building a Roadmap (and more)  

Å Organize & collaborate with industry, academia, govt agencies 

and host several Public Working Groups 

ï RefArch & Taxonomy, Security, Standards, SAJACC, BUC 

Å 2 Volume Roadmap, NIST SP 500-293 (pub. 10/2014) 

ï Vol I contains 10 Requirements & Priority Action Plans 

ï Vol II contains the technical output from the PWGs 

ÅAlso publishedé  

ï Standards Inventory (NIST SP 500-291) 

ï Reference Architecture & Taxonomy (NIST SP 500-292) 

ï Security Reference Architecture (draft NIST SP 500-299) 
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USG Cloud Computing Technology Roadmap 
Requirements (NIST SP 500-293) 

1. International voluntary consensus-

based standards 

2. Solutions for High-priority Security 

Requirements, technically de-coupled 

from organizational policy decisions  

3. Technical specifications to enable 

development of consistent, high-quality 

Service-Level Agreements  

4. Clearly and consistently categorized 

cloud services 

5. Frameworks to support seamless 

implementation of federated community 

cloud environments 

6. Updated Organization Policy that 

reflects the Cloud Computing Business 

and Technology model 

7. Defined unique government regulatory 

requirements and solutions 

8. Collaborative parallel strategic ñfuture 

cloudò development initiatives 

9. Defined and implemented reliability 

design goals 

10.Defined and implemented cloud service 

metrics 
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NIST Cloud Computing Reference Architecture  

Actors and their Roles  
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Cloud Carrier  

The intermediary that provides connectivity and transport of cloud services 
 from Cloud Providers to Cloud Consumers. 

Cloud Provider 

 

Person, organization or entity responsible for making  
a service available to Cloud Consumers. 

 

Cloud Auditor  

A party that can conduct 
independent assessment 

of cloud services, 
information system 

operations, performance 
and security of the cloud 

implementation. 
 

Cloud Consumer 

Person or organization 
that maintains a 

business relationship 
with, and uses service 
from Cloud Providers. 

 

 

Cloud  

Broker  

An entity that 
manages the use, 
performance and 
delivery of cloud 

services, and 
negotiates 

relationships 
between Cloud 
Providers and 

Cloud Consumers. 
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NIST CCRA  (NIST SP 500-292)  
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Everyone has some responsibility in managing S&P 


