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New Jersey Man
3. On August 3, 2012, the Enforcement Bureau (Bureau) received a complaint from the 

Federal Aviation Administration (FAA) reporting that the Port Authority of New York and New Jersey 
(Port Authority) had been experiencing interference during pre-deployment testing of a ground-based 
augmentation system (GBAS) at Newark Liberty International Airport (Newark Airport).7 The GBAS 
provides enhanced navigation signals to aircraft in the vicinity of an airport for precision approach, 
departure procedures, and terminal area operations. 

4. An agent from the Bureau's New York Office investigated the matter at Newark Airport 
on August 4, 2012. While driving toward the Guard Post India Gate at the Newark Airport, the agent 
determined, using direction finding techniques, that a red Ford F-150 pickup truck with New Jersey 
license plates (Red Ford) was emanating radio signals within the restricted 1559 to 1610 MHz band 
allocated to the Radionavigation-Satellite service and used by the GPS satellite navigation system. 8 The 
signals emanating from the vehicle were blocking the reception of GPS signals by the GPS receivers used 
in the GBAS. Port Authority police and security personnel, working closely with the FCC agent, stopped 
the Red Ford at the gate. Using handheld direction finding equipment, the FCC agent confirmed that 
strong wide-band emissions in the restricted 1559 to 1610 MHz band were emanating from the Red Ford. 
The FCC agent interviewed the driver, who identified himself as Gary Bojczak and admitted that he 
owned and operated the radio transmitting device that was jamming GPS transmissions. Mr. Bojczak 
claimed that he installed and operated the jamming device in his company-supplied vehicle to block the 
GPS-based vehicle tracking system that his employer installed in the vehicle. Mr. Bojczak voluntarily 
surrendered the jammer to the FCC agent. After the jammer was removed from the Red Ford and turned 
off, the agent confirmed that the unauthorized signals had ceased. 



LED lighting

https://www.commlawblog.com/2014/02/articles/enforcement-activities-fines-forfeitures-etc/bulbs-behind-bars-iii-more-lighting-fixtures-mess-up-mobile-data-service/

Last year we reported on two cases, th is one and this one, about FCC actions against 

users of commercial lighting that caused interference to ce ll 4G data service. In both 

cases, so far as we can tell, the fixtures were conventional fluorescents that produoed 

rad io noise unintentionally. 

The FCC has now presented us with a variation on the theme. The fixtures here -

"fluorescent lightiing electronic ballasts" - are located in a large office building on South 

Figueroa in downtown Los Angeles. They're a specific lkind that generate radio-frequency 

,energry on purpose•. ldeal liy the radio waves would stay trapped inside the device, but in 

practice some aliways leak out. Unli1ke most of the fixtures in our kitchens at home, th i1s 

type is subj,ect to specific FCC techn ical ru les that limit the strength of escapingi radio­

frequency emi1ssions. At 4G frequendes (and most other frequencies as well), the 

permitted levels are harmlessliy low. 

This time, though, the levels were hi,gh enough to cause interference to a nearby V,erizon 

Wire less 700 MHz LTE cell site. 

Verizon traced the problem to particu lar lights in the building and notified the buildingi 

management. When the interference pers isted, Verizon callled in the FCC. The lighting 

manufactur,er, GE, had previously issued a bullet.in notingi that some of its units produced 

excessive radio-frequency emissions. The FCC confirmed which units in the buildingi were 

causing the troublle, found they were among those covered by the bulletin, and ordered 

the management to take corrective action. In practice, this typically means replacing the 

llights. 



U-NII

U-NII an1d 'TDWR lnterfe1renc1e Enforcement 

lho IEnforcement Bureau took tile actions listed below against companies o~erat ing devices that caused interferenre to primary services operating w ilhin lhe Unlicensed Naiion11 Information Inf rastructure (U -NII) 
spectrum. Primary services operating w ilhin lh is spectrum includ'e ltie Terminal DoppJer Wealher Radar (lDWR) systems operatoo by the, Federal .Aviation Administralioo (FAA), US Armed Forces and TV broadcast 
stations. TDWR systems servo the critical function of providing quant itati \lle mea rnments for gust fronts, w ind shear, microbursts, and other woolher related hazards_ 

lnV1Cstigations oonduct,e,d by the, FCC , ihe FAA. lhe U.S. A ir Force am:! the ational Telecommunica -ons and Information Administration (NTIA) in scv,eral arnas of the Un- ,e,d States and Puerto Rico revealed that m ch of 
lhe interference stems from w ire ess devices shari ng ltie same band as TDWR systems .. These wi eless t ransmi tt,ers arn authoriiZoo on a secondary non-inlerfcring basis under lhe FCC's Rules to U-N II . (See 4 7 C. F.R 
Part 15 sul::ip:art. E_) The FCC continues to invesligate reports o interference to l DWR syslems and other primary 5GHz band users, and w1 I conti nue to lake appropriate enforcement action when necessary_ 

lhe, IEnforcement Bureau and the O ice of Engineering and Teclmology issued a memorand m 10 manufacturers and operators of U-NI I devires concerning thee iminalioo ofinterfemnoe to TDWR syslems. 

Enforcomont Advisory -Wireless Intern t Service Provl'der Guldainco 

Eniforcomcnt Actions 

11-14-2017 RADWIN Ltd., RADWI N, Inc. 

09-16-2016 A.iros · Communications, lnc.,E.dmond, 0 lahoma 

07-2'9~2016 Towerslmam Corpo 111ion, Middletown, Rhode I nd 

ORDER & CONSENT DECREE 

NOUO 

ORDER & CONS ENT DECREE 



Interference - means, motive & opportunity

unintentional
non-malicious

intentional
non-malicious
“nobody is harmed”

intentional
malicious
active evasion

local GPS jamming GPS jamming

UNI DFS disabling
WISP power amplifiers

LED lighting
no FCC equipment
authorization

Stingray (foreign intelligence)

SPEED 
LIM IT 

55 



Scalable enforcement
 network of spectrum sensors – but are they legal?

Automatic station identification may work 
for Wi-Fi and other intentional transmitters, but 
not noisy LEDs and GPS jammers

FCC field offices: 3 regions (Columbia, MD; Atlanta, GA; Los Angeles, CA) 
+ Boston, MA; Chicago, IL; Columbia, MD; Dallas, TX; Denver, CO; 
Honolulu, HI; Miami, FL; New Orleans, LA; New York, NY; Portland, OR; 
and San Francisco, CA)
54 staff (GAO, 2017)

Row. ,1~,1111.~yHMOJ. ,nf 1tsto,,...,.an 1pp.aredispl.aytd dimng .aprust'Wfl'C fo,(£5 2017onJ.....,. l. 2017in Las ~f9» II ~,d8Kker1Gettymagti 

Cheap Sensors Arc Dc111ocratizing .Air­
OualitY Data -- . JASO NPLAUJl JUL9. 2011 



Intercept: 18 U.S. Code § 2511

• (1) Except as otherwise specifically provided in this chapter any person who—(a) 
intentionally intercepts, endeavors to intercept, or procures any other person 
to intercept or endeavor to intercept, any wire, oral, or electronic communication;
• (ii) such device transmits communications by radio, or interferes with the transmission of such 

communication; …

• (g) It shall not be unlawful under this chapter or chapter 121 of this title for any person—
• (i) to intercept or access an electronic communication made through an electronic 

communication system that is configured so that such electronic communication is readily 
accessible to the general public;

• (iv) to intercept any wire or electronic communication the transmission of which is causing 
harmful interference to any lawfully operating station or consumer electronic equipment, to the 
extent necessary to identify the source of such interference; or

• (v) for other users of the same frequency to intercept any radio communication made through a 
system that utilizes frequencies monitored by individuals engaged in the provision or the use of 
such system, if such communication is not scrambled or encrypted.

https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-991716523-1414135153&term_occur=8&term_src=title:18:part:I:chapter:119:section:2511
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-502538434-1414135155&term_occur=4&term_src=title:18:part:I:chapter:119:section:2511
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-502538434-1414135155&term_occur=5&term_src=title:18:part:I:chapter:119:section:2511
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-502538434-1414135155&term_occur=6&term_src=title:18:part:I:chapter:119:section:2511
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-502538434-1414135155&term_occur=7&term_src=title:18:part:I:chapter:119:section:2511
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1570295090-888516888&term_occur=8&term_src=title:18:part:I:chapter:119:section:2511
https://www.law.cornell.edu/uscode/text/18/chapter-121
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-502538434-1414135155&term_occur=10&term_src=title:18:part:I:chapter:119:section:2511
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1570295090-888516888&term_occur=16&term_src=title:18:part:I:chapter:119:section:2511
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1570295090-888516888&term_occur=17&term_src=title:18:part:I:chapter:119:section:2511
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1570295090-888516888&term_occur=18&term_src=title:18:part:I:chapter:119:section:2511
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-502538434-1414135155&term_occur=12&term_src=title:18:part:I:chapter:119:section:2511
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1570295090-888516888&term_occur=19&term_src=title:18:part:I:chapter:119:section:2511
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-3599307-888516887&term_occur=3&term_src=title:18:part:I:chapter:119:section:2511
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-502538434-1414135155&term_occur=13&term_src=title:18:part:I:chapter:119:section:2511


18 U.S. Code § 2510 - Definitions

• (16)“readily accessible to the general public” means, with respect to a 
radio communication, that such communication is not—
• (A) scrambled or encrypted;
• (B) transmitted using modulation techniques whose essential parameters have been 

withheld from the public with the intention of preserving the privacy of such 
communication;

• (C) carried on a subcarrier or other signal subsidiary to a radio transmission;
• (D) transmitted over a communication system provided by a common carrier, unless 

the communication is a tone only paging system communication; or
• (E) transmitted on frequencies allocated under part 25, subpart D, E, or F of part 74, 

or part 94 of the Rules of the Federal Communications Commission, unless, in the 
case of a communication transmitted on a frequency allocated under part 74 that is 
not exclusively allocated to broadcast auxiliary services, the communication is a two-
way voice communication by radio;



47 U.S. Code § 705

• No person not being authorized by the sender shall intercept any radio 
communication and divulge or publish the existence, contents, substance, 
purport, effect, or meaning of such intercepted communication to any 
person. No person not being entitled thereto shall receive or assist in 
receiving any interstate or foreign communication by radio and use such 
communication (or any information therein contained) for his own benefit 
or for the benefit of another not entitled thereto. No person having 
received any intercepted radio communication or having become 
acquainted with the contents, substance, purport, effect, or meaning of 
such communication (or any part thereof) knowing that such 
communication was intercepted, shall divulge or publish the existence, 
contents, substance, purport, effect, or meaning of such communication 
(or any part thereof) or use such communication (or any information 
therein contained) for his own benefit or for the benefit of another not 
entitled thereto.



Google StreetView (2010-2012)
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NOTICE OF APPARENT LIABILITY FOR FORFEITURE 

 
 

Adopted:  April 13, 2012                       Released:  April 13, 2012 

By the Chief, Enforcement Bureau: 

I. INTRODUCTION 

1. Between May 2007 and May 2010, as part of its Street View project, Google Inc. 

(Google or Company) collected data from Wi-Fi networks throughout the United States and around the 

world.1
  The purpose of Google’s Wi-Fi data collection initiative was to capture information about Wi-Fi 

networks that the Company could use to help establish users’ locations and provide location-based 

services.  But Google also collected “payload” data—the content of Internet communications—that was 

not needed for its location database project.  This payload data included e-mail and text messages, 

passwords, Internet usage history, and other highly sensitive personal information. 

2. When European data protection authorities investigated Google’s Wi-Fi data collection 

efforts in 2010, the Company initially denied collecting payload data.2
  On May 14, 2010, however, 

Google publicly acknowledged that it had been “collecting samples of payload data from open (i.e., non-

password-protected) WiFi networks” but stated that it likely collected only fragmented data.3
  Google 

traced the collection of payload data to code that was “mistakenly” included in its Wi-Fi data collection 

software.
4
  On October 22, 2010, Google acknowledged for the first time that “in some instances entire 

                                                      
1
 Google is a world leader in digital search capability.  See, e.g., Google Inc., Registration Statement (Form S-1), at 

1 (Apr. 29, 2004), available at http://www.buec.udel.edu/pollacks/Acct351/handouts/SEC%20Form%20S-

1%20filed%20by%20Google.pdf.   

2
 See Posting of Peter Fleischer to Google European Public Policy Blog, http://googlepolicyeurope.blogspot.com/ 

2010/04/data-collected-by-google-cars.html (Apr. 27, 2010, 1:01 p.m.) (Apr. 27 Google Blog Post) (“[W]e do not 

collect any information about householders, [and] we cannot identify an individual from the location data Google 

collects via its Street View cars.”). 

3
 Posting of Alan Eustace to The Official Google Blog, http://googleblog.blogspot.com/2010/05/wifi-data-

collection-update.html (May 14, 2010, 4:44 p.m.) (May 14 Google Blog Post). 

4
 Updated Posting of Alan Eustace to The Official Google Blog, http://googleblog.blogspot.com/2010/05/wifi-data-

collection-update.html (June 9, 2010) (June 9 Google Blog Post); accord Posting of Brian McClendon to Google 

European Public Policy Blog, http://googlepolicyeurope.blogspot.com/2010/07/street-view-driving-update.html 

(July 9, 2010, 6:04 a.m.) (July 9 Google Blog Post); May 14 Google Blog Post (“Quite simply, it was a mistake.”). 
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emails and URLs were captured, as well as passwords.”
5
  And finally, as described below, the Company 

provided evidence to the Federal Communications Commission (Commission) showing that the data 

collection  

.      

3. Upon learning that Google had collected payload data, the Commission began examining 

whether Google’s conduct violated provisions of the Communications Act of 1934, as amended 

(Communications Act or Act).
7
  Based on that initial review, in November 2010 the Commission’s 

Enforcement Bureau (Bureau) issued a Letter of Inquir y (LOI) that launched an official investigation into 

whether Google’s data collection practices violated Section 705(a) of the Act.8  The record developed in 

this investigation includes Google’s written responses to questions from the Bureau, copies of relevant 

documents, and publicly available information.  In addition, Bureau staff interviewed six individuals—

five Google employees and an employee of Stroz Friedberg, a consulting firm Google retained to conduct 

forensic analysis of its Wi-Fi data collection software code.  The Bureau also issued a subpoena to take 

the deposition of the Google engineer (Engineer Doe) who developed the software code that Google used 

to collect and store payload data.9
  Through counsel, however, Engineer Doe invoked his Fifth 

Amendment right against self-incrimination and declined to testify. 

4. For many months, Google deliberately impeded and delayed the Bureau’s investigation 

by failing to respond to requests for material information and to provide certifications and verifications of 

its responses.  In this Notice of Apparent Liability for Forfeiture (NAL), we find that Google apparently 

willfully and repeatedly violated Commission orders to produce certain information and documents that 

the Commission required for its investigation.  Based on our review of the facts and circumstances before 

us, we find that Google, which holds Commission licenses,10 is apparently liable for a forfeiture penalty 

of $25,000 for its noncompliance with Bureau information and document requests. 

5. At the same time, based on a careful review of the existing record and applicable law, the 

Bureau will not take enforcement action under Section 705(a) against the Company for its collection of 

payload data.  There is not clear precedent for applying Section 705(a) of the Communications Act to the 

Wi-Fi communications at issue here.  Moreover, because Engineer Doe permissibly asserted his 

constitutional right not to testify, significant factual questions bearing on the application of Section 705(a) 

to the Street View project cannot be answered on the record of this investigation.  

 
5
 Posting of Alan Eustace to The Official Google Blog, http://googleblog.blogspot.com/2010/10/creating-stronger-

privacy-controls.html#!/2010/10/creating-stronger-privacy-controls.html (Oct. 22, 2010, 3:00 p.m.) (Oct. 22 Google 

Blog Post).  “URL” is an acronym for Uniform Resource Locator, which means an Internet address. 

6
 See infra paras. 22–23. 

7
 47 U.S.C. § 151 et seq. 

8
 47 U.S.C. § 605(a); Letter from P. Michele Ellison, Chief, FCC Enforcement Bureau, to Google Inc. (Nov. 3, 

2010) (on file in EB-10-IH-4055). 

9
 Throughout this Notice of Apparent Liability, we use aliases or redact the names of Google employees to protect 

their privacy. 

10
 Google presently holds five active land mobile radio licenses (WQAK992, WQEN482, WQFX929, WQIR860, 

and WQIT645); one experimental license (WF2XYY); and three experimental Special Temporary Authorizations 

(WE9XTW, WF9XKU, and WF9XLG).  In addition, Google Fiber, Inc. holds two satellite earth station licenses 

(E110145 and E110180), and one experimental Special Temporary Authorization (WF9XLK). 
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Conclusion

• FCC enforcement is driven by complaints and prioritization
• life safety, commercial TV & radio, cellular

• Direction finder model does not scale
• particularly with reduced field staff

• Automating enforcement has been discussed, but difficult
• mobile, short range, intermittent
• non-traditional emitters (LEDs, BitCoin mining)

• Wireless intercept rules lack clarity
• intent, encryption, usage, bands (satellite, cellular)
• but relatively clear for interference mitigation



 

 

"Any opinions, findings, conclusions or recommendations 

expressed in this material are those of the author(s) and do not 

necessarily reflect the views of the Networking and Information 
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