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PETs provide an extremely powerful and versatile toolbox for controlled processing of data,
while keeping the data itself hidden. Consequently, PETs allow for a radical rethinking of the
possible uses of data, proving fine-grained control over which functions of data are to be exposed
(and to whom) and which are to be kept hidden. When properly and responsibly used, this power of
PETs can greatly advance democracy for the benefit of all individuals and communities. However,
when used carelessly and irresponsibly, PETs can also cause great harm. Therefore, the adoption
and development pf PETs should be done in a careful and principled way, while making sure to
adequately educate the relevant constituents in the power and dangers of using PETs, and while
taking care to provide adequate checks and balances that are appropriate to each and every use
case.
More specifically, used properly, PETs can cut the Gordian knot that pits transparency and
accountability against privacy and secrecy in a seeemingly inherent way: It provides ways to obtain information that is inherently derived from private data but is crucial for good governance,
while keeping the data private and at the same time providing public assurance to the correctness
and relevance of the obtained information. But when deployed improperly or recklessly, PETs
risk exacerbating inequities, reducing privacy, diminishing transparency and accountability, and
undermining public confidence in government agencies and their data products. Furthermore, the
power of PETs inevitably leads to a series of policy questions about when and how PETs should
be deployed.
The goal of this report is to advise government agencies regarding the processes and regulations
that need to be put in place in order to incentivize responsible development and adoption of
PETs, while minimizing the risk of harmful deployments of PETs. For that purpose, we first
elaborate on the potential benefits, as well as on the dangers and pitfall. Then we proceed with
our recommendations (which are derived from said benefits and dangers). Specifically, we answer
four of the questions listed in the Government’s Request for Information:
– The democratizing promise of public sector use of PETs to achieve socially beneficial outcomes. (Addressing Q3 about benefits from the adoption of PETs.)
– The individual, group, and societal harms that can arise from misuse of PETs. (Addressing
Q7 about risks related to PETs adoption.)
– The benefit of separating the policy questions about a system’s goals and values from the
technical questions about how to combine PETs to realize it. (Addressing Q8 about existing
best practices that are helpful for PETs adoption.)
– A path forward toward developing and deploying PETs that serve the public good. (Addressing Q9 about overcoming sociotechnical and trust barriers, and improving equity.)
1

About the Authors
We are a group of cryptography and privacy researchers at Boston University who develop and
analyze privacy enhancing technologies (PETs). Our areas of expertise cover the mathematical and
cryptographic foundations of PETs (including [1–16]), the practical development and deployment
of systems involving PETs [17–25], the social and policy contexts in which these technologies are
deployed [26–32], and serving on committees that advise national statistics organizations [33, 34].
Members of our group have been at the forefront of the envisioning of PETs, as well as the main
algorithmic and analytical tools that build PETs, over the past 30 years.
We are encouraged to see the Office of Science and Technology Policy, the National Artificial
Intelligence Initiative Office, and Networking and Information Technology Research and Development take an active interest in furthering the adoption of PETs. We appreciate and welcome the
opportunity to provide important information and context about PETs based on our decades of
experience in cutting-edge cryptographic research from the early 1990s through today.

Q3. The Promise of Public Sector PETs
In the modern information era, data is powerful. At its best, the explosion in data availability and
the massive cost reduction for data analysis promise to bring about a more efficient and democratic
world. For governments, data-driven insights can lead to evidence-based policymaking [35] that
improves the government’s ability to efficiently allocate resources and respond to the needs of its
citizens. In the private sector, services offered by companies to people can be effortlessly customized
based on individual traits and habits. However, this idealistic promise is undercut by several realworld risks like data breaches, bulk surveillance, and a massive network of data brokers [36] that
collectively solidify existing power and exacerbate inequities.
As a consequence, we describe in this section the democratizing power in not having
data. PETs allow for the possibility of having our cake and eating it too: they enable the social
benefits of data-driven policymaking while mitigating the harms of social control, censorship, and
authoritarianism. These technologies are coming to maturity just as they are most needed and are
now fast, simple, and expressive enough to use in many public sector and civil society applications.
To showcase the democratizing and empowering promise of PETs in government and civil
society applications, we briefly describe a few of the applications of PETs that we have designed,
developed, and deployed [37] together with domain experts and impacted communities. We focus
on the human rights and civic values that were addressed using PETs.
– Transparently describe government actions [19]: We participated in the design of PETs
for the 2020 Decennial Census. The implementation of differential privacy provides strong
privacy guarantees, as opposed to heuristic ones. Another major advantage relative to prior
disclosure limitation techniques is the ability to publish the specific methodology performed
by the government, so that researchers can account for this distortion; this has brought the
complex debate about statistical disclosure limitation into the public discourse [38].
– Promote grassroots initiatives and volunteer activism [20–22]: Jointly with the Boston
Women’s Workforce Council, we deployed PETs to measure the gender and racial wage gap
in the greater Boston area based on real salary data of about 1/6 of the Boston workforce. A
key challenge was designing an easy to understand and easy to use system so organizations
were comfortable contributing their payroll data toward a measurement that they all agreed
would have social benefit, but whose value relied on a high rate of voluntary participation.
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– Provide a voice to all [23]: Inspired by the #MeToo movement, we designed a system
together with the non-profit organization Callisto that allows multiple survivors of a repeat
sexual offender to be securely matched together so they can act with a stronger voice. Our
biggest focus was to design a privacy-respecting system that protects survivors’ assault reports
from litigation or investigation discovery requests, including a subpoena to Callisto itself.
– Stop bulk surveillance [25]: PETs allow financial institutions to better detect fraud and
money laundering [39], which promotes public safety. Our fraud detection tool developed
with Fiverity focuses on the ethical and legal obligations to safeguard personal information
of real people (i.e., non-fraudulent accounts) even while searching for instances of fraud.
– Promote constitutional rights [26, 27]: PETs allow the court system to protect law enforcement’s sources and methods while simultaneously providing criminal defendants with
their due process rights to inspect and challenge the resulting evidence gathered. A key challenge here was integrating the use of PETs into the legal process by which prosecutors and
defense attorneys converge on a property that the defense wants the prosecution to prove.
In summary, PETs expand the Pareto frontier of data analyses that can be performed: they
enable us to design new methods to conduct statistical analyses that simultaneously enhance accuracy and quality, respect personal autonomy and consent choices, and enforce data minimization
and purpose restrictions. As a result, PETs offer the promise of conducting socially beneficial and
privacy-respecting statistical analyses that would have been difficult—if not impossible—to compute otherwise. But we must also be prudent about the fact that PETs could be used to conduct
socially detrimental and privacy-invasive calculations as well; we discuss these risks next.

Q7. The Risk of PETs: When Should PETs Be Deployed?
As we have explored above, there are an immense number of opportunities to deploy PETs that will
serve the social good, making a clearly positive impact of society. As such, it might be tempting
to deploy PETs wherever possible. However, deploying PETs without careful consideration
upfront, but instead mimicking Silicon Valley’s “move fast and break things” mentality, will not
only fail to realize the potential of PETs, but could create tangible negative impacts for
society. In particular, we are concerned about the following negative impacts that can arise if
PETs are deployed inappropriately or inconsiderately:
– PETs Deployments that Reduce Privacy. The title “privacy enhancing technology” is
somewhat a misnomer, in that a typical understanding of the word “privacy” might lead the
casual observe to assume the wrong properties of a PET. It is very possible for a PET to
reduce the privacy afforded to individuals and organizations when deployed—and, indeed, this
will likely be the case if not deployed with care. The reason for this is threefold:
(1) A single PET on its own may only address a subset of privacy considerations, and may in
fact make some participants worse off than if the statistical analysis never occurred. For
instance, a PET that provides only input privacy might calculate an accurate statistic
but fail to provide disclosure limitation, leading to reconstruction attacks that reveal
specific individuals’ data.
(2) The baseline privacy expectations of an individual, impacted group, or organization
might be very high, such that any change to the system might actually reduce their
privacy. For example, creating a differentially private release of a database will reduce
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the privacy afforded to individuals with personal information in that database if the
prior baseline is that no statistical releases from that database occurred.
(3) PETs provide fine-grained notions of security. That is, privacy can be defined virtually
arbitrarily, within the context of the application, and a PET meeting that definition of
privacy can be constructed. As an illustrative example: several proposals for election
security include a zero knowledge proof that each voter is included in the final vote tally,
but by contrast it would be terrible to produce a zero knowledge proof that a particular
citizen voted for a specific candidate.
– Privacy Washing. Using a PET to perform a harmful computation does nothing to mitigate
the harm. Indeed, using a PET often serves to distract or obfuscate to the casual observer the
harm that deploying the computation would cause them. Examples of this concern include
proposals to deploy PETs to allow for bulk surveillance of encrypted data [40, 41], scan all
cloud uploads against abusive content [42], and perform targeted advertising with private realtime auctions [43–46]. Large parts of the cybersecurity community and civil liberties groups
have decried these proposals [47–52]—not because the cryptographic techniques were flawed,
but because these specific proposals obscure from the broader debate over whether these tasks
should occur at all, raise questions about whose privacy is being protected and prioritized, and
failed to provide public accountability and auditing comparable to existing non-PET systems.
– Amplifying Market Concentration. Many PET deployments (especially secure multiparty computation and differential privacy) allow organizations to learn insights from data to
which they would not otherwise have access. While this facilitates some of the best applications of PETs such as data-driven policymaking, sharing insights in this way is not without
risks. Industrial organizations can leverage access to these insights to solidify competitive
advantages (e.g. training better machine learning models using private data); the cost of
implementing PETs also adds barriers to entry for small companies. Government bodies can
further solidify their control over the population (e.g. using private geolocation data to target
police deployments in marginalized communities). Such deployments of PETs tend to further
consolidate power in monopolistic businesses or autocratic governments, rather than uplift
democratic principles.
– Losing the Public Trust. Trust is built slowly and shattered quickly. Missteps in deploying
PETs—either by choosing applications poorly, faulty implementations, or misunderstanding threat models—will likely prevent the carefully considered privacy-enhancing systems
that would have the most positive impact. People and organizations might conflate previous
privacy-reducing PETs deployments with future privacy-enhancing PETs deployments, simply because some of the underlying technical tools are shared and they are worried about
rehashing previous debacles. In the worst case, a government misstep in deploying PETs
could trigger a backlash that would prevent statistical agencies from access data that they
currently have, as the misstep might be seen as a sign of ineptitude.

Q8. Specifying Policy Objectives and Assessing Democratic Values
In this section, we advocate for regulation that establishes a process for vetting PETs used
within the U.S. federal government that transparently specifies its intended functionality, and allows for democratic debate about potential risks and possible mitigations.
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With the excitement surrounding a number of successful deployments of PETs [53], it is sometimes easy to forget that PETs are tools—means to an end. Asking if a PET is appropriate in
a specific scenario is like asking if a new kind of asphalt might be helpful for building a highway.
While asphalt is an essential tool, the discussion hides the more important questions such as: who
will be harmed and who will be helped by the road’s construction? These are questions of power,
that must be answered in rigorous consultation with impacted communities [54, 55]. Only once
these questions have been adequately settled can detailed engineering discussions start.
Put another way, cautious deployment of PETs requires asking the question “when should a
PET be deployed.” Engaging with this question requires specifying concretely what information
the envisioned system should release and what it should keep private, and evaluating the merits
of such a specification. Importantly and perhaps counterintuitively, this discussion can happen
entirely independently of the actual PET techniques that would be used and combined to realize this
specification. Instead, the discussion should focus on the “input-output” behavior of the system, i.e.
the information possessed by each party and what each party should learn after interacting with
the system. Fortunately, researchers in cryptography and programming languages have already
designed the principles necessary to follow this approach.
Existing practice: Specifying ideal functionalities. While discussing the potential deployment of a PET without ever mentioning the PET might seem impossible or too abstract, this is
in fact a common practice in cryptography—albeit in a highly formalized context. To capture the
wide range of security properties that a system under consideration should achieve (and also the
properties that it doesn’t claim to have), cryptographers write an ideal functionality, which is a
formal specification of the behavior of a system that abstracts away all low-level implementation
details including which PET, if any, should be used. The ideal functionality can describe the system as though it were purely magic and can leverage fictional, perfectly trustworthy parties. A
cryptographer will then prove that some particular set of PETs, properly interleaved, successfully
produces a perfect imitation of the ideal functionality, i.e. creates something that is “as good as”
the idealized specification and moreover is insatiable in the real world.
For example, an (informal) ideal functionality describing an end-to-end encrypted messaging
system that scans for abusive content might specify that (1) users can send a messages to a service
provider, along with an intended recipient of that message; (2) if the user’s message matches a list of
prohibited and abusive content, the service provider learns the contents of the message. Otherwise,
the service provider learns only the length and timing of the messages, but nothing about the
contents; and (3) the service provider can choose to deliver the message to the intended recipient
at a time of its choosing. Notice that this specification need never mention the word encryption.
Indeed, encryption might be one tool used to realize this functionality, but other approaches could,
in principle, exist. Moreover, it is possible to have a policy discussion on the merits of such a system
purely by considering the ideal functionality. And by removing any mention of cryptography, the
ideal functionality is easier for the public to understand and debate.
A path forward toward the design of PETs. The practice of writing these ideal specifications
has technical value [2–4]. Additionally, we believe that it has tremendous untapped social value. In
some sense, the practice of writing and scrutinizing these specifications independently of the underlying implementation modularizes the process of analyzing deployments of PETs. In particular,
it cleanly separates the social question of what goals a PET deployment should accomplish—which
society should collectively decide through the democratic process—from the technological question
of how these goals should be met, which can be safely relegated to cryptographers and information
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security experts once the values questions have been debated and decided.
There are a number of reasons to promote this two-step process toward the design of PETenabled systems, including:
– Receiving feedback and constructive criticism from everyone in a democratic society, including marginalized voices. History has shown time and again that systems (computational or
otherwise) that may have good outcomes for some people can also yield disparate impacts on
other groups in the community [54, 55].
– Inserting useful “friction” into the design process [56, 57]. As mentioned above in our discussion of risks, making everything computable isn’t always a good thing. Whereas people
could point in the past toward the “impossibility” of a computation in order to stop it, the
existence of PETs forces a more careful introspection upfront about which data analyses will
promote rather than hinder human rights.
– Providing transparency and legitimacy of government actions. It is particularly important
to describe upfront how a PET-enabled system will work (for instance, through a System of
Records Notice or similar) because by its very nature the system cannot be radically transparent during use. In fact, auditing the design of the system is just one part of transparency;
we must also allow for auditing the execution of the system as we describe next.

Q9. Doing it Right: How Should PETs Be Deployed?
If PETs are to serve democratic values, the deployment of PETs must follow democratic principles.
Making it easy for people to trust the fidelity of a PET deployment is critical to making the
deployment successful. Unfortunately, there are numerous potential pitfalls into which the designer
of PET can fall that will quickly shatter any trust that has been developed. To that end, we suggest
a series of guiding principles that can mitigate the potential risks of PET deployments
and increase the chances that they will reach their full democratic promise.
Public Development Process. Choices about the particular techniques used in a PETs deployment encode the values of its designers. A particular ideal functionality can be realized with
many different combinations of individual privacy enhancing technologies. Choosing one PET over
another—or even using different mathematical assumptions or parameters to realize a single PET—
can have concrete and disparate consequences for the level of privacy that the PET deployment
provides. For example, it is possible to realize secure multiparty computation using either an
honest-majority assumption, in which only a colluding majority of the parties participating in the
protocol could compromise the privacy of the computation, or a dishonest-majority assumption, in
which the data will remain private if even a single party behaves honestly. Similarly, differential
privacy puts an upper bound on the amount of information that can leak about an individual during a statistical disclosure, but the parameter choices meaningfully change the qualitative impact
of this bound on individuals and communities.
When developing a new PET deployment, it is critical that the choice of techniques and parameters be made publicly. NIST has long followed this process with its standardization efforts [58–61],
and successfully garnered the trust of both security experts and the general public. At a minimum,
having public process ensures that experts can identify vulnerabilities before it is too late. More
importantly, disclosing the techniques in use allows the public to debate if the values encoded in
those techniques are appropriate for the application.
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Public Verifiability. The validity of PET deployments should be verifiable—even by an adversarial party who didn’t participate in any aspect of the original design or execution, and who
has vested interest in demonstrating the opposite. Because PETs are unfamiliar, mathematically
complex, and intrinsically hide something, a careless deployment of PETs may be used to cast
doubt on the results of the system. But, with careful construction, it is possible to deploy PETs
that affirmatively offer public verification of their proper execution and that can provide evidence
to counteract any accusation that might discredit the system.
We believe that there are two crucial types of verifiability that are necessary in order to make
PET deployments trustworthy:
– Results Verifiability. Privacy must not come at the expense of public oversight and accountability. Systems that do not leverage PETs can be carefully checked by data scientists,
and the results that they produce can be verified by simply looking at the underlying data.
In principle, any member of the public who doubts a result could get access to the data and
check on their own. Many PET deployments, on the other hand, make this kind of radical
transparency impossible for experts and the general public alike—indeed, this is a core motivation for using PETs. As such, PET deployments should use techniques to ensure the results
are convincing to everyone, like verifiable computation and zero knowledge proofs.
We remark that this challenge is not new; indeed, election officials have grappled for decades
with the challenge of providing public verifiability of the election tallying process, while also
guaranteeing voter privacy and protecting against voter coercion. Privacy and anti-coercion
threats necessitate that the election system make it impossible to check how each individual
person voted, thereby necessitating more onerous methods to provide public verifiability such
as risk-limiting audits, cameras to observe the tallying process, and so on. Systems employing
PETs must similarly include methods to demonstrate correct behavior and obtain public
legitimacy, and new research may be required to achieve this goal.
– Code Auditability. It is also necessary to follow good software development practices when
developing and deploying PETs: source code should be publicly available and written in a
way that meaningful auditing is feasible. The best way to ensure that a software package does
not contain security-critical vulnerabilities is to allow experts ample opportunity to attempt
to break it. Additionally, elegance and simplicity should be the watchwords of PETs software
development. If it is too difficult or painful to engage with the software, none of the necessary
audits will happen and the organization deploying the PET may have a false sense of security.
Plan for the Long Term. Because PETs limit the ways in which data can be used, it is critical
to think through the full lifetime of the data before committing to a particular PET deployment.
The use of PETs can be irrevocable, so making decisions based only on short-term needs may
make it impossible to accomplish critical tasks in the long term. There are three ways in which
we anticipate that foresight is necessary before making an initial PET deployment or modifying a
system in operation:
– Understanding Irrevocable Decisions. PET systems require careful consideration upfront about which types of extensibility are explicitly desired versus explicitly forbidden. For
example, once data is encrypted, then losing the decryption key is tantamount to deleting the
data. This can be a blessing if you want to delete the data, for instance when decommissioning a system at its end-of-life, but it can be a substantial issue otherwise. More sophisticated
PETs can also embed irreversible decisions. For example, if a survey is conducted using privacy preserving techniques, and a desired correlation is not computed, it may be infeasible to
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go back and collect the data again. . . though once again, we stress that this may be a desirable
feature in some contexts to limit mission and scope creep. Alternatively, if data is collected
using local differential privacy with a particular privacy budget, then later decreasing the
amount of noise in the data set (in an effort to get more accurate statistics) would be a
complicated process that may require new data collection.
– System Changes Impacting Public Trust. When a deployment of PETs does permit
changes after initial deployment, any use of this power to change how the system works may
shatter the public’s trust in the PET—and in the organization running the privacy-enhanced
system. For example, a government agency might announce that it plans to collect data
and only release the results using (central) differential privacy under some published privacy
parameter. If the agency then reduces the privacy in the release after data collection has
occurred, this would constitute a breach of the norms surrounding the use of the data. As
such, retaining the technical flexibility to change the system later is not always preferable to
making irrevocable decisions upfront, as it brings about its own problems. Recent work has
explored how to limit access to this power altogether and to ensure public verifiability for any
modifications made to a PET system in use [28, 62].
– Composing with Future PET Deployments. As PETs deployments proliferate, there
will be a desire to have deployments interoperate, which may be impossible without prior
planning. For example, the 2020 Census uses differential privacy in its statistical disclosures.
The current deployment does not support verifying that the randomness injected into the
results was selected honestly—it is technically possible that a malicious data operator manipulated the results by carefully selecting the “random” values given to the disclosure avoidance
algorithm. While it is in principle possible to prove that the randomness used was selected
independently of the census data (using zero-knowledge to prevent any further privacy leaks),
the current system design does not support the composition of the Census differential privacy
release and zero-knowledge proofs—and there may be no easy way to retrofit the system later.
The challenges described above are generally not technically complicated; the necessary crypto
and privacy tools to avoid these bad outcomes are generally well-understood and sufficiently adaptable to address most realistic deployment scenarios. For instance, a simple countermeasure to the
Census issue described above is to post cryptographic commitments to the sensitive data in order
to maintain the ability to prove properties about it in the future. Instead, the rate-limiting resource
is human foresight and patience.
Explainability. Especially for public facing PET deployments, ensuring that the deployment
is explained clearly—both to technical and non-technical audiences [63]—is critical to engendering
trust. Several recent works in the domain of usable security by us [29,30,64] and others (e.g., [65–68])
have highlighted the need for clearer communication about PETs. Without a clear explanation,
people might not trust the system with their data when appropriate, or they might expect more
privacy guarantees that the system will actually provide. Misalignment of expectations and reality
will cause distress and mistrust. As such, developing clear communication about a technological
deployment is critical to its long-term success.
Prioritizing Privacy & Functionality over Efficiency. It is prudent to take a realistic evaluation of the efficiency needs of PET deployments. We acknowledge that PETs are not at the point
where they can be used for high-performance, low-latency, real-time systems. But those statistical
calculations are rare. Particularly for government deployments of PETs, having protocols run for
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hours or days may be completely practical. And when compared to the legal burdens or outright
impossibility of performing a valuable analysis otherwise, the cost of the computing power is often
downright cheap.
Research literature into PETs offer a variety of different options for balancing the privacy
afforded to the data, the functionality the PET provides, and the concrete efficiency of the resulting
system. It is important to be realistic in PET deployments about the level of efficiency that is
actually tolerable, as opposed to what would be ideally desired. Prioritizing the efficiency of the
system often results is worse privacy guarantees and poorer functionality—recall that the most
efficient system is one that preserves no privacy at all. Being pragmatic about the acceptable
performance in the context of a particular application radically changes the space of PETs that are
practical and ready for deployment today.

Conclusion
In conclusion, we summarize the most important takeaways from this report:
– Although data is powerful, it can also be toxic. There is thus great value in not having
access to data so that it cannot be altered, breached, censored, surrepetitiously surveilled, or
otherwise abused.
– At its best, PETs offer the promise to improve government transparency and oversight, promote grassroots initiatives, provide a voice to all communities, mitigate bulk surveillance,
and promote human rights.
– Deploying PETs carelessly can lead to tangible harms for society, such as reducing the privacy
of some people or entrenching existing power structures. We offer several principles to mitigate
these risks and allow PET deployments to reach their full promise.
– We recommend distinguishing the objectives of a PET system from its cryptographic implementation. Providing ideal specifications allows everyone to contribute toward the democratic
discourse about the goals and values that a PET system should imbue.
– All aspects of PET deployments should be verifiable. Furthermore, the verification process
should be public and simple-minded, so that even those parties who have a vested interest
in demonstrating the opposite will have no choice but to be convinced in the correctness of
the results. The public must be able to view the initial PET design and implementation, and
separately also verify that it is producing correct results in use.
– When designing PET systems, one must decide upfront which aspects of the system are
immutable (and therefore limits scope creep) versus extensible (and therefore adaptable as
organizational boundaries and trust decisions change). A “middle ground” here is to allow
for changes to be made, but in a manner that enforces public oversight and auditability.
– The ability to explain to the public what a PET algorithm does is crucial, even if it requires
sacrificing some accuracy or efficiency. Misalignment of expectations and reality will lead to
distress and mistrust.
– For many government applications considering PETs, efficiency is not the main bottleneck to
adoption today. Instead the main challenge is human planning and patience throughout the
process of PET design, evaluation, deployment, and oversight.
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