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Resilience-By-Design with fmdtools 

Resilience, the ability of a system to dynamically mitigate hazardous events as they arise, is an 
important consideration for a wide range of complex engineered systems across domains. While 
engineering resilience has traditionally been seen as property of infrastructure (e.g., [1]), the 
resilience perspective is increasingly having relevance to a wide range of technologies. In 
aviation, for example, resilience is considered an aspect of human pilots to proactively prevent 
and perform contingency management actions to recover from hazardous flight events [2], which 
is becoming increasingly important to replicate in the implementation of autonomous and 
partially autonomous flight systems [3]. Cases like this especially increase the importance of 
incorporating resilience in the design of the system prior to implementation, so that new 
technologies will fulfill the public’s high expectations of safety and dependability and not pose 
undue risks on society. 

The fmdtools (Fault Model Design Tools) library1 was developed to enable the consideration of 
resilience in the design process [4]. To enable this, it provides modelling constructs to represent a 
system’s structure and (both nominal and hazardous) behavior, methods to simulate the dynamic 
effects of hazardous scenarios over time, and visual and statistical methods to analyze and thus 
improve resilience.  As a python-based library, fmdtools is widely adaptable across domains to a 
wide range of use-cases including power systems, drones, and autonomous rovers, as well as 
system-of-systems and infrastructure use-cases like aerial firefighting [5] and airport taxiways 
[6]. 

The development of fmdtools features and capabilities for resilience analysis have been well-
documented in the literature, including: 

• Representation of human-oriented, automation-oriented, and general systems of systems 
resilience properties, including task execution [7], performance degradation [8], and 
distributed situation awareness [6]. 

• Support for trade assessment and optimization via model parameterization [9] 
• Ability to construct and sample large spaces of hazardous scenarios [10] 

In the future, it is the goal of the fmdtools developers to make these capabilities more accessible 
to a wider range of users, through the development of an integrated graphical user interface.  
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