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Explainable AI for Disaster Response
Despite vast amounts of data available, real-time data-driven decision making during extreme events such as
natural disasters or large-scale cyber-attacks continues to be challenging, for multiple reasons. First, extreme
events are infrequent and each event is unique. Available data overwhelmingly pertain to normal conditions, or
at best to other real or simulated events; computational models trained using such data are not reliable under
disaster conditions that are previously unseen by the models [8, 12]. Second, as a disaster unfolds, the state
of infrastructure and underlying user behavior evolve rapidly [11]. Decision-making tools need to continually
adapt to changing physical conditions and data patterns, without requiring high real-time computation. Third,
emergency response actions during disasters are taken by human operators who bear professional liability for
their decisions [6]. Any data-driven tool and outcome should be explainable to the operators, to gain their
trust. Without such tools, emergency responders during a disaster often rely on experience or on pre-engineered
solutions with limited usage of real-time data. Faster emergency response can not only lower the human costs of
disasters [1, 10] but also the financial costs [2]. Addressing the aforementioned challenges requires fundamental
research advances that cross-cuts multiple disciplines that include infrastructure modeling and disaster man-
agement, data science and machine learning, knowledge representation, efficient and explainable computation
and cognitive psychology.

In this regard, there are four major areas of research that we propose:

Reliable prediction in unseen and unpredictable conditions: A major challenge in ML, referred to as
out-of-distribution generalization, is to develop models that provide reliable outcomes when test data patterns
are previously unseen during the training phase. Despite various approaches designed for ML in research ar-
eas such as vision [4, 13, 15] and text [14], addressing the challenge in dynamical and cyber-physical systems
remains open. Most existing models for time-series prediction assume data are independent and identically dis-
tributed [3,5,9]. Newer machine learning approaches and computational architectures that adhere to underlying
physical laws are required to improve prediction performance under conditions significantly different from those
encountered in training data. Approaches that can deal with rapidly changing conditions and missing or false
data as is common under extreme scenarios are crucial to enable robust and reliable prediction under these
scenarios.

Adaptive Computation under rapidly evolving conditions: Computational algorithms for decision mak-
ing in cyber-physical systems are typically designed based on static or predictable system states, and are not
trained to include information such as impending risks of damage from an evolving disaster or a cyberattack.
Modern catastrophe modeling approaches offer the opportunity to assess in near-real-time the probability of loss
of functionality of system components and processes, and these measures along with the predicted system states
must be used in performing the needed computations and optimized decision-making in an evolving disaster.
Fast optimization and adaptive computational methods need to be developed to apply in disaster scenarios
which can quickly adapt to changing conditions of the system and environment.

Explanations for computational outcomes: From a cognitive psychological perspective, very little is known
about what kind of explanations for data-driven models can gain trust of actual users of the methods and out-
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comes. Explainable AI methodologies that have been developed, particularly for machine learning solutions,
are focused on “simplifying” the computational process or outcomes rather than considering a holistic view of
the user in the context of the application [7]. Different kinds of explanations have been proposed for compu-
tational models such as feature-importance, model interpretation, example-based, etc., are limited to generic
ML models, and not tailored to domain-specific conditions and constraints, and additionally, the approaches
are not adaptable to changing system or environmental conditions. Rather than a computation-only approach,
what is required is a holistic framework to derive explanations that are computationally accurate, contextually
interpretable, and guided by a use-inspired framework of human perception and decision-making. This re-
quires bringing together concepts and tools from knowledge representation, cognitive psychology, data science,
optimization and machine learning, to build explainable representations of domain knowledge, derive rules to
contextualize the outcomes of data-driven decisions, and use cognitive psychological studies to formally under-
stand the perception and use of explanations during extreme events to help formulate explanations that will be
adopted and used.

Human-in-the-loop Testing Platform Given the challenges with real-time disaster testing of developed
methods, there is a need to build a human-in-the-loop experimental platform that can simulate disaster or
cyberattack scenarios to generate data on the real-time impact on infrastructural systems, as a function of
the unfolding disaster as well as the human decision making in its aftermath. Such an experimental platform
should have the ability to provide risk analysis on the evolving disaster scenario and the time-varying state of
the infrastructure. The testing platform should provide the necessary feedback to validate the methodological
outcomes as well as the validity and usability of the explanations by human operators.
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