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1. What innovative, transformational technologies have the potential to greatly enhance the

security, reliability, resiliency, and trustworthiness of the digital infrastructure, and to protect

consumer privacy?

Anticipatory Cyber Defense: trusted and explainable Al for predictive cyber situation
awareness and threat forecasting [Fava08, Okutan18, Yang14].

Adaptive Infrastructure: beginning with end-user systems, having adaptive components
adds cost to adversary to deter attacks and to realize robust cyber defense.
Interdisciplinary Effects: cross-disciplinary research is needed to understand human
behavior, monetary effects, domestic and international policies, business operations, and
technology invention/adoption on cybersecurity.

Operating on Encrypted Data: This mentioned briefly in the 2016 Strategic Plan, but it
is a potential game changer for both security and privacy. If individuals’ data is only ever
stored and processed in encrypted forms by third parties, then protections are much
stronger than if data is in the clear [Hul7].

Wireless-based Authentication: Many IoT devices lack the power for strong
cryptographic authentication, but they have wireless connectivity that can be leveraged
for authentication [Rahbaril 8].

4. What challenges or objectives not included in the 2016 Strategic Plan should be strategic

priorities for federally funded R&D in cybersecurity? Discuss what new capabilities would be

desired, what objectives should guide such research, and why those capabilities and objectives

should be strategic priorities.

Cyberattack Scenario Generation is a critical necessity to advance cybersecurity research and

effective workforce development. In most other fields of study, practical examples are keys to

generation of novel approaches, assessment of solutions, and basis for education. In

cybersecurity, cyberattack scenarios, tactics, exploits, and behaviors change rapidly, and require

sustainable generation and sharing of attack scenarios. Research work that leverage advances in,

e.g., generative adversarial networks and simulation [Moskal18, Krall16] to generate cyberattack



scenarios with limited real-world data will be critical to the continuous advancement in cyber
defense against evolving adversarial activities.

Measurement of Security Deployment. The 2016 Strategic Plan includes measurement of
adversary effort, but much remains to be done to understand the extent and effectiveness of
existing security deployments, such as DNSSEC [Chungl7a,b], Certificate Authority
Authorization (CAA) [Scheitle ‘18], or OCSP Stapling [Chungl8]. Only be measuring and
understanding these deployments can we know how what has gone right, what has gone wrong,
and how to move forward more productively.

Wireless Security. The 2016 Strategic Plan addresses wireless very briefly, but this needs to be
emphasized much more. A huge amount of traffic is now wireless, and this is increasing all the
time. 5G is coming, which will open up more uses of wireless and constant high-speed
connectivity. Even data centers are starting to go wireless. Not only is it critical to secure our
wireless  connections from jamming [Rahbaril6, Krunzl18] and eavesdropping
[Rahbaril5,17,18a], but wireless connections also offer new opportunities to add security
[Rahbaril8b].

Vehicular Security. With the coming of autonomous vehicles and the increases in vehicular
interfaces and connectivity, addressing vehicular security should be upgraded to a first-class
priority in the field of cybersecurity. The unique challenges of securing vehicles have not been
clearly understood and addressed.

Traffic analysis is a major area that is not addressed in the 2016 Strategic Plan and should be
added. As more and more of our networked communications become encrypted, attackers will
shift to learning about our communications and activity patterns through traffic analysis
techniques that exploit the metadata of our connections. For example, the websites you visit can
reveal a lot about you -- religious interests, health issues, financial information and activity,
romantic engagements, and more. Given that ISPs can gather and sell this kind of data [Fung17],
more companies will be accessing it and storing it, potentially insecurely. Protections against this
kind of metadata snooping and analysis are becoming increasingly more important, and we need
to increase our understanding of existing protections (such as Tor) and their limitations.

5. What changes to cybersecurity education and workforce development, at all levels of
education, should be considered to prepare students, faculty, and the workforce in the next
decade for emerging cybersecurity challenges, such as the implications of artificial
intelligence, quantum computing, and the Internet of Things on cybersecurity?



The future cybersecurity workforce needs to be trained to have the ability to work alongside
powerful Al technologies, with an emphasis on critical thinking skills, creativity, and
professional communications. An example of this is the Collegiate Penetration Testing
Competition (CPTC: https:/nationalcptc.org/), hosted each year at RIT. In this competition,

students work together like a professional pentesting team, getting goals and rules of engagement
from a client, using their creativity and skills to attack the target network, and presenting their
findings in both oral and written forms in a professional manner. This competition tests skills and
abilities that will not be made irrelevant (in the near term) by an Al equipped with security tools.
Similar efforts, both in competitions but also core education and outreach, need to be built in
every area of security, with a clear eye towards whether the focus is on skills that will endure as
technology advances.

6. What other research and development strategies, plans, or activities, domestic or in other
countries, should inform the U.S. Federal cybersecurity R&D strategic plan?

International coalition through academic collaborations: a limitation today in advancing
research and workforce development for cybersecurity at U.S. is the lack of collaboration beyond
geographic boundaries. While security in general is a sensitive matter between sovereign states,
cybersecurity inherently sees no such limits, and, in fact, often takes advantage of such limits.
Foster collaborative research advances, curriculum and pedagogy development, as well as
exchange best practices, cultural and policy differences, are among the benefits that will
outweigh the concerns of data and intellectual property sensitivity. Investment to encourage
international collaboration, especially at the intersect of cybersecurity with Al, IoT/CPS, and
Quantum Computing, broadens the opportunity and innovative approaches to combat
increasingly diverse and fast evolving malicious activities. A Global Cybersecurity Consortium
formed by academic institutions expands student and faculty experiences, use-cases,
transition-to-practice opportunities, and creates a venue for government and industry partners to
leverage the eco-system generated by such coalition.
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